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Iranian Deputy Foreign Minister Criticizes Mock 
AU0203174189 Vienna Domestic Service in German 
1700 GMT 2 Mar 89 


[Text] In connection with the Rushdie affair, the Iranian 
leadership has severely criticized Austrian Foreign Minis- 
ter Mock. In an interview published by the English ian- 
guage paper TEHRAN TIMES, Iran's Deputy Foreign 
Minister Lanyani accuses Mock of, and | quote, exemplary 
ignorance of the most primitive principles of international 
relations, unquote. The day before yesterday [28 February] 
Austria's foreign minister had said he hoped that reason 
will prevail in the Rushdie affair. At the same time, he had 
announced that the Austrian ambassador, who 1s currently 
in Vienna for consultations, will not return to Tehran for 
the time being. 


Foreign Ministry Note to CSSR Over Havel Case 
AL0203122689 Vienna DIE PRESSE in German 
2 Mar 89 p 2 


[Report attributed to “DIE PRESSE, AFP™: “Note on 
Havel Handed Over—Vienna Waits for Reaction from 
Prague™] 

[Text] Vienna, Prague (DIE PRESSE, AFP)}—Karl Peier- 
lik, Austrian ambassador to Prague, presented an aide- 
memoire in the CSSR Foreign Ministry, requesting 
explanations on and information from the CSSR about 
the case of dramatist and civil rights activist Vaclav 
Havel. In connection with events on Wenzel Square in 
Prague in mid-January, Havel was sentenced to 9 
months imprisonment with a strict regimen last week, 
which has been noted in Austria with dismay. 


The Austrian Foreign Ministry decided for the first time to 
Start the consultation and con rol mechanism on human 
rights issues, agreed upon at the Vienna CSCE follow-up 
meeting, and requested information from the CSSR about 
the action taken against Havel. The Netherlands Foreign 
Ministry also decided to take a similar step. So far, no 
answer to the Austrian aide-memoire has been received 
from Prague. However, according to diplomatic sources in 
Vienna, it depends on this answer whether additional steps 
envisaged in the CSCE mechanism—such as a request for 
a bilateral meeting—will be taken. 


Meanwhile, CSSR Foreign Minister Jaromir Johanes has 
rejected the criticism voiced by his Danish counterpart 
Uffe Ellemann-Jensen, that the measures taken by the 
Prague judiciary against Havel are inconsistent with the 
CSCE documents: “If the Helsinki Act has been violated, 
it has also been done by other countries where people 
such as Havel find support and solidarity,” Johanes said. 


Reaction to EFTA Plans for Customs Union With EC 
AL0203 161189 Vienna DER STANDARD in German 
2 Mar 89 p 17 


[Georg Possanner dispatch: “EFTA Discusses Customs 
Union With EC; Reaction to Delors’ Proposals] 


[Excerpts] Geneva/Brussels—Despite great reservations 
by other EFTA states, Norway wants to include in the 
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final document of the Oslo summit on 15 March the 
proposal of EC Commission President Jacques Delors to 
study the possibility of a customs union with the EC. 


This was confirmed to DER STANDARD by Ambassador 
Franz Ceska, the Austrian representative who 1s partici- 
pating in the Geneva preparations. “Austria is interested 
in a Customs union not as something isolated but only in 
connection with participation in the single market.” [pas- 
sage omitted] 


A customs union means giving up one’s autonomous 
trade policy. Even though in the case of a customs union 
there will be common external tariffs and thus no prob- 
lems concerning certificates of origin for goods. import 
and export quotas will have to be coordinated. 


Asked about this, Ceska said that these problems have 
already been reduced in the course of the negotiations. Ir, 
weighing the advantages and disadvantages of a customs 
union independent of the single market, in Austria's view, 
the disadvantages are in the majority. “What we want 1s full 
participation in the single market with its four freedoms— 
free movement of persons, goods, capital, and services.” 


Wolfgang Wolte, Austria's mission head at the EC, thinks 
that Delors’ proposal for a customs union could be included 
in the Oslo declaration “as one of the concepts, but it must 
not bar our bilateral path toward EC membership.” 


The European economic area of the EC and EFTA envis- 
aged in the 1984 Luxembourg declaration must not suffer 
because of this either, Wolte says. [passage omiticd] 


Exports to USSR Increase Trade With East 
AL0203 162089 Vienna WIENER ZEITUNG 
in German 2 Mar 89 p 9 


[Unattributed report: “Trade With the East Regains 
Momentu: Low Point Overcome in 1988")} 


[Text] Trade between Austria and East bloc countries, 
which was stagnating in the past few years, might have 
overcome its lowest pomt in 1988. 


According to the Central Office for Statistics, in 1988 the 
entire Austrian trade balance with the East was concluded 
with a surplus of approximately 9.5 billion schillings, 
which exceeds the 6.6 billion schillings of the year before 
by almost 50 percent. This development is primarily duc 
to Austrian goods exports which increased | 3.2 percent to 
45.2 billion schillings. In contrast to this, imports only 
increased by 6.7 percent to 35.7 billion schillings. 


The doubling of the trade surplus with the European 
CEMA countries from 3 to 6.3 billion schillings 1s, above 
all, due to increased exports to the USSR. For cxample, 
exports to the Soviet Union, mainly “machines, 
vehicles,” and “finished goods” of the “iron and steel” 
sector, increased 30 percent to |! billion schillings. 
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Howe Comments on Rushdie Book 
LD0203195789 London PRESS ASSOCIATION 
in English 1928 2 Mar 89 


[“Rushdie’s Book is Offensive, Agrees Howe™ by Eben 
Black and Tom McMullan, PRESS ASSOCIATION 
political staff) 


[Text] The government tonight held out an apparent 
olive branch to Iran by condemning Salman Rushdic's 
controversial book that has virtually severed relations 
between the two countries. 


On a day of hectic diplomatic activity, with counter- 
claims over who asked whom for talks, “oreign Secretary 
Sir Geoffrey Howe said of The Satanic Verses: “We 
understand that the book itself has been found deeply 
offensive by people of the Muslim faith. 


“It 1s a book that is offensive in many other ways as well. 
We can understand why it could be criticised.” 


But while Britain disliked The Satanic Verses as much as 
Muslim countnes, he said it would defend Mr Rushdie's 
right to write and publish it. 


Only hours earlier, Britain turned down an approach 
from Iran for talks on the crisis, saying the ayatollah’s 
death sentence against Mr Rushdie had to be lifted first. 


However, in Tehran, the Iranians maintained Britain 
had made the first move and it had been rejected. The 
government had now to “clarify its stand.” 


Meanwhile, Channel 4 newscaster Peter Sissons, now 
guarded like Mr Rushdie after a death threat from 
Iranian fanatics for a hard-hitting interview with Iran's 
expelled charge d'affaires to Britain, read the evening 
news as usual tonight. 


Sir Geoffrey Howe's intervention tonight, in an inter- 
view on BBC radio World Service which would be heard 
in Iran, was seen in Whitchall as a response to Tehran's 
demand that Britain should pledge itself not io take 
improper gestures against the Islamic world. 


The Iranian parliament voted earlier this week to break 
diplomatic relations uniess, within a week, Britain 
showed itself aware of the insult to Iran in the Rushdic 
book. 


Moderates in Iran could see Sir Geoffrey's move as a bid 
to prevent a final break in diplomatic relations between 
the two countries. 


Earlier, the Iranians rang London to offer a mecting in 
Geneva of officials from both sides. 


UNITED KINGDOM 2 


But recently cyected charge d'affaires in Britain, Mr 
Akundzadch-Basti, who made the call, was told Britain 
saw “no merit™ in discussions uniess Iran withdrew the 
threat to Mr Rushdie's life. 


The rebuff followed a similar telephone call on Wednes- 
day, when iran was given the same message. 


Tonizht, Sir Geoffrey made it clear there was no point in 
Iran offering talks while the ayatollah’s death threats still 
existed. 


“We cannot allow the overturning of the principle of the 
freedom of speech. Nor can the text of the book justify 
the utterance of threats and incitement to violence.” 


But he emphasised: “We are not upholding the nght of 
freedom to speak because we like the book or because we 
agree with the book. 


“The Britssh Government, the British people, do not 
have any affection for the book. The book is extremely 
critical, rude about us. Ii compares Britain with Hitler's 
Germany. 


“We do not like that any more than the people of the 
Muslim faith like the attacks on their faith contained in 
the book. 


“So we are not sponsoring the book. What we are 
sponsoring is the mght of people to speak freely, to 
publish freely“ 


Sir Geoffrey agreed that the death sentence on Mr 
Rushdie, now in hiding with his wife, was an obstacle 
that had to be removed “in one way or another”. 


He added: “We want to have—would like to have— 
normal relations with Iran. We have been taking steps in 
that direction because we wish to have good relations 
with the people of Iran.” 


But there was no value in more talks “so long as the 
incitement to murder, the threat of violence, remains in 


place. 


Mr Sissons today lefi his large detached house to go to 
work at ITN, despite the death threat from the 
“Guardians of the Islamic Revolution” for “insulting” 
Mr Akundzade-Bast: in an interview last month. 


Shortly before he went on air at 7 pm, ITN Chairman Mr 
David Nicholas appealed to editors not to publish details 
identifying Mr Sissons’s address. 


He said in a statement: “In the light of the intense media 
interest in the threat to the Channel Four news presenter, 
Peter Sissons, we are requesting that no cctails are 
published which would lead to identifying his home 
address. 
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“If that were to happen the advice given to us is that the 
risk to Sissons and his family could be worsened.” 


Vasiliow Discusses Cyprus Issue With Thatcher 
NC0103 184589 Nicosia Domestic Service in Greek 
1730 GMT ! Mar 89 


[Text] President Yeoryios Vasiliou and UK Prime Min- 
ister Margaret Thatcher discussed in London today 
developments in the intercommunal dialogu”. and the 
British prime minister reaffirmed her country's belief in 
a united federal Cyprus, with full human mghis for all 


Cypnots. 


An official communique released from the British prime 
minister's residence, where the two leaders had a private 
meeting and then a working luncheon, says that Presi- 
dent Vasiliou briefed the prime minister on the latest 
phase, including the document on the Greek-Cypriot 
position that was submitted to Turkish-Cypnot commu- 
nity leader Rauf Denktas on 30 January. 


The communique adds: The prime minister encouraged 
President Vasiliou to build on the positive clements of 
his proposals in future talks with Denktas before April, 
when they will review progress in the talks with the UN 
secretary general. The official communique says in con- 
clusion that Prime Minister Thatcher reaffirmed the 
British Government's willingness to assist the UN secre- 
tary general in his efforts to facilitave a Cyprus settle- 
ment in any way he would find useful. 


In a statement to our station after the meeting, President 
Vasihou described the meeting as very successful, and 
said that Mrs Thatcher took gre.t interest in being 
briefed on the progress in the intercommunal dialogue. 
Vasiliou added that he is very satisfied, and said, con- 
cluding from the joint communique, that the British 
Government supports a united federal Cyprus. He also 
said that the British Government supports human rights 
for all citizens. During their conversation, Thatcher 
repeatedly stressed that the three basic freedoms must 
apply for all Cypnots without exception. 


Government spokesman Akis Fandis, who 1s accompa- 
nying President Vasiliou, stated that during the meeting 
Thatcher expressed the Britis’) position that a united 
Cyprus and respect for human rights—including the 
three basic freedoms—are an indispensable basis for the 
solution of the Cyprus issue. The spokesman added: 
During the meeting, which was held in a very fnendly 
and cordial atmosphere, Thatcher displayed great inter- 
est in all aspects of the Cyprus issuc, particularly in the 
progress of the talks taking place under UN auspices. 
Te British prime minister, Fandis added, expressed 
support ior the dialogue and pointed out the positive 
elements in the Greek-Cypriot side's proposals, stressing 
that she is confident that President Vasiliou sincerely 


UNITED KINGDOM 


wants a solution. In conclusion, the spokesman added 
that Mrs Thatcher sasd she will study ways by which the 
Brush Government will assist the efforts for a Cyprus 
solution. 


Present at the meeting were Foreign Minister Yeory:os 
lakovou, C ypriot High Commussioner | asos Panayidhis. 
from the Cyprnot side. and UK High Commussioner in 
Cyprus Humphrey Maud, from the British side. 


Meets Sir Geoffrey Howe 
NC0203201589 Nico: a Domestic Service in Greek 
1730 GMT 2 Mar 8&9 


[Khvistos Mrkhashidhis London dispatch] 


{Excerpts} | will not stop my efforts, and | cannot 
imagine that the whole world will sit comfortably in their 
armchairs and view the Cyprus issue indifferently, par- 
ticularly when all the other international disputes have 
found some way toward solution. This, among other 
things, was stressed by President Yeoryios Vasiliou dur- 
ing a working luncheon with journalists at his London 
hotel. In his bref introductory address, V asiliou stressed 
that he 1s confident there can be solution despite the 
existing difficulties. A British journalist asked him: Why 
has no progress been made yet’? Vasiou replied that 
views have been exchanged and that he believes that 
there will be substantitve negotiations during the next 
10-day period im March. [passage omitted] 


Referring to his meeting with Prime Minister Margaret 
Thatcher at 10 Downing Street yesterday, President 
Vasil.ou sand that we speak the same language and are on 
the same wavelength as Mrs Thaicher, we understand 
each other. He repeated the importance of the reference 
in yesterday's 10 Downing Street communique to human 


rights’ applying to all Cypriots. [passage omitted] 


After the working luncheon at his hotel, President Vasi- 
lou, accompanied by Foreign Minister Yeoryios lako- 
vou and Cypriot High Commussioner in London Tasos 
Panayidhis, went to the Foreign Office where he met 
with Sir Geoffrey Howe. The discussions of President 
Vasiliou and lakovou with British Secretary of State Sir 
Geoffrey Howe were a continuation of yesterday's dis- 
cussions with Mrs Margaret Thatcher at 10 Downing 
Street. As we were told, however, today's discussions 
were more practical, on cooperation between the Cyprus 
Republic and Britain as well as practical and mutual 
support. They also discussed matters pertaining to the 
EEC. 


After his meeting with Sir Geoffrey Howe, President 
Vasihiou again went to Parliament to address the mem- 
bers on the progress of intercommunal talks in Cyprus. 
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Addresses Politicians 
N©0203215889 Nicosia Domestic Service in Greek 
2000 GMT 2 Mar 8&9 


[Excerpt] President Yeoryros Vasilou stated that the 
new round of imtercommunal talks to begin Monday 
with Turkish-Cyprnot leader Rauf Denktas will be the 
most substantive yet, and there are hones that 1 may 
pave the road for positive developments in the Cyprus 
issuc. President Vasilou made this assessment in his 
address to prominent British politicians and diplomatic 
press members at his London hotel. Vasilou cipressed 
disappointment at the unwillingness with which the 
great powers face the Cyprus issue although. he stressed. 
they should have included 11 on the agenda of immediate 


international problems 


UNITED KINGDOM 


Responding to a question on whether removal of Britrsh 
bases from Cyprus was discussed during his talks, Pres- 
ident Vasilou said that the question was not discussed 
vecause the bases are not part of the Cyprus mssuc 
although they are directly connected with the status of 
East-West relations 


Om hes talks with Sor Geoffrey Howe. secretary of state 
for foreign and commonwealth affairs. and Minister of 
State Lynda Chalker, President Vasiliow stated thai 
during these talks they continued discussions on the 
same matiers that he discussed with Prime Minister 
Margaret Thatcner. He added that they referred to these 
matters more analytically and examined their pracical- 
ity. Vasslou sard he 1s absolutely pleased with the way in 
which the British Government 1s now facing the Cyprus 
issue [passage omitted] 











Suspects Detained 
LD0203173189 Hamburg DPA in German 1654 GMT 
2 Mar &9 


a 2 eo 

radio, FRG counteriamtelligence has 
— 4 NY BH py — 
research, and economic data carned via computer lines 
from computer centers in the United States, Eurupe, and 
Japan and sent it to the East. 


A key role was played here by three German hackers 
controlied by two intermediaries of the Soviet secret 
service KGB. The radio described the spy case as the 
most serious since the arrest of Guenter Guillaume, the 
spy in the chancellor's office. 


On the instructions of the Federal public prosecutor, the 
Federal Office of Criminal Investigations, and a number 
of regional police, authorities searched at least six apart- 
ments in Berlin and Hannover and confiscated extensive 
mater.vl for evidence on Thursday. Three people were 
detaine t, one 1s to appear before the magistrate, North 
German radio reporied. 


a ° Sa Se Soe > & 
Federal “s Office, those detained are sus- 


pected of having “illegally procured information through 
hacking and passing it on to an Eastern secret service for 
payment,” the radio reported. 


The station said that research by the North German 
Radio [NDR] television programme “Panc-ama™ and 
descriptions by two members of the spy mng exposed the 
activities. These show that th-usands of computer codes, 
passwords and computer programs have been sent to the 
Soviet Union. They have, according to NDR. given the 
KGB “access to the most important computer centers in 
the Western world.” 


NDR mentions a whole series of computer centers, 
including databanks in the Pentagon, the nuclear labo- 
ratory in Los Alamos, and NASA. It states that with the 
help of the German computer spies, Moscow also has 
access to the mainframe computers of the Franco-ltahan 
arms concern Thomson, the European nuclear research 
centre, CERN, in Geneva, the European space agency 
ESA, the Max Planck Institute for Nuclear Physics in 
Heidelberg, and the German electron accelerating plant, 


DESY, in Hamburg. 


The spy rirg sent the most up-to-date progres for 
—— 1 design and manufacturing, the so-called 


CADICAM J and designs for modern Western 
microchips to the East. 


The three hackers, one of whom is a drug addict, were 
recruited in Hannover in the spring of 1985 by two FRG 
intermediaries for the KGB, NDR ædds It states that the 





East Berlin im mid-1985. the hackers. “to 
5* sensitive” data from the United 





computer networks are “not sufficiently” safeguarded. 
“although a great deal has already been done”. 


NDR. which made public the case in a press prerelease, 
said it would be reporting on the espionage activities 
tonight at 2300 in the ARD program “Brennpunkt™. 


The Federai internor Ministry this evening confirmed the 


service about access to data banks, an Interior Ministry 
spokesman said 


The operation, acting on suspicion of secret service 
activity, was carned out after several months of success- 
ful preliminary work by the Federal Office for the 
Protection of the Constitution in congunction with var- 
sous regional offices for the protection of the constitu- 
tion. The Federal Office of Criminal Investigations acted 
on the instructions of the Federal Public Prosecutor and 


the state prosecutor at the Berlin Higher Regional Court. 


Security experts in Bonn this evening described the spy 
case as “extremely serious.” DPA was told chat the KGB 
has been giv. totally new “possibilities for tackling” 
Western high technology and NATO military secrets. 
The consequences are at present “unforsecable”. The 
fact that the hackers have given the Moscow secret 
service every possibility of penetrating the Western data 
system “unnoticed” is of an explosive nature. 


That the hackers succeeded in gaining access to the data 
systems of US. defense installations in Western Europe 
is described as particularly serious. The success of this 
coup is “sensational”. The serurity authorities are talk- 
ing of a “unique™ case of success for a hostile intelligence 


yet known. The KGB officers evidcnth 


service 
Details are not 
controlied the hackers from Moscow via various 


imstances in East Berlin. \ “totally new™ illegal transfer 
of technology has been opened up to Moscow which the 
West will probably be unable to counter for some time, 
according to present ca\culations. 
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Extent of Damage Viewed 
AL0303114689 Hamburg ARD Television Network 
in German 2200 GMT 2 Mar &9 


[Joachim Wagner special feature titled “Easiern Spies in 
Westen C€ Networks—German Hackers 
Worked for the KGB”, on the “Im Brennpunkt™ pro- 


gram) 


[Text] Good evening ladies and gentlemen. You just 
heard it: According to the program preview, you were 
supposed to see an cconomic crime film titled 
“Tankers.” We «il! not show this film. Insicad, we are 
showing an espionage film, a penuine espionage story— 
an authentic report on the most serious espionage case 
since the spy in the Chancellor's Office, Guenter Guil- 
laume. was exposed. 


Today, an espronage ting. which had extracte:! by com- 
puter lines and supplied to the East top secret military. 
research, and economic data from U.S.. European, and 
Japanese computer centers, was rounded up. German 
hackers who were hired and controlled by the Soviet 
mmtelligence service, the KGB, played a key role 


In Berlin, Hamburg, and Hannover this morning. several 
apartments were searched. Five men were arrested. The 
Federal attorney general 1s investigating them because of 
espionage activitics. Editors of the “Panorama” program 
of Hamburg Norddeutscher Rundfunk Network have 
been on the computer spies’ trail for months. Two men 
from the spy ring told “Panorama” what they were 
doing. Their reports and our investigations, which were 
confirmed in part by state authorities, are the basis of the 
following report. This report leads us into a new cra of 
espronage —computer espronage. Now you will see a real 
crime story by Thomas Amman. Mathias Lenhart, Axc! 
Scheunemann, and, from Washington. Hermann Finke. 


Exchange of spies or Glienicke Bridge, Berlin. Here 
spies from East and West are reicased, spies who fol- 
lowed ithe classicc! patiern—with dead letier boxes, 
mini-cameras, hidden microphones. They were looking 
for secret files, dDlueprints, confidential reports. Since the 
early seventies, high technology 1s at the top of the wish 
inst of Eastern intelligence services. Through roundabout 
ways and by clever methods, even compicte mainframe 
computer systems, including computer programs. were 
sold illicitly to the East. 


For many millions from Moscow and East Berlin, the 
controversial COCOM regulations were undercut which 
expressly prohibit the export of certain Western technol- 
ogies to Warsaw Pact countries. Only few high tech 
dealers were caught, including the U.S. citizen of Ger- 
man origin, Juergen Bruchhausen. and Richard Muctic 
from Lavenburg. Schieswig-Holstein. 


FEDERAL REPUBLIC OF GERMANY 


Now a spy ring has been cracked down on, which 
practiced an entirely new type of espionage activity— 
theft of data in imernational computer nctworks. The 
accusations made by the Federal attorncys 1s that a group 
of German hackers alicgedly helped the Sovict mitell- 
gence service, the KGB. to penctrate the most important 
computers of the Western world to sical sensitive data 
and programs from secret military, economic, and scien- 
ufic areas. 


[Begin recording] [Gerhard Boeden, president of the 
Federal Constitional Court] If the suspicion 1s con- 
firmed, we are definitely dealing with a new quality of 
enemy spying into our data networks. In other words, 
that means that although we have cxapectcd sich an 
attempt, we must admit that all technical m cthods 
possible were consistently used to penetrate o rf data 
networks. We hope very much that all operators of such 
data networks will become sensitive enough to mitiate 
the necessary security measures. 


[Question by unidersified correspondent] “41 Boeden, 
what os the new qua/aty of thes case” Is it the beginning of 
a new cra of high ‘ech espionage” 


[Boeden] As | said, what 1s new about it 1s the quality, 
this technical approach to penetrating data networks of 
Western operators. 


[Question] A revolution in espionage” 


[Boeden] If you like to describe i as such—quite cer- 
tainly a new beginning in using techr.:cal methods to gain 
access to key Western information, which otherwise 
would have to be obtained by considerable effort by 
human sources and individual spying measures. [end 
recording] 


This apartment in Hannover, which was deserted pre- 
cipitately, until April last year was the scene of a high 
tech crime. From this apartment, initially just for fun, 
young hackers penctrated military and scientific main- 
frame computers in Europe, the United States, and 
Japan in the mid-cighties— using a home computer that 
was connected to the telephone network. 


In the apartmen: of Mathias Speer, 26, student of 
computer sciences, two other computer specialists often 
met—Paul Zech, 23, pupil from Hannover, a drug addict 
for many years, and Fnedrich Sell, 19, student of com- 
puter sciences and joint owner of a software firm in 
Berlin. At a hacker party in mid-1985 in the late evening 
hours, two string pullers appeared on the scene—the 
former croupier Hans Kiever, an cxpesenced drug 
dealer—previously convicted and who always carmes a 
9-mm gun—who was accompanied by Karl-Fnednch 
Jensen, who worked at the Federal Social Insurance 
Institution for Employees in Berlin. [According to video 
subdtitics over pictures, names of individuals in preceding 
paragraph have been “changed by the editonal board” ] 




















The whole operation seems to have been very simple. 
From Hannover, Speer got into the data network of the 
FRG Postal Administration via the telephone and com- 
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military and the arms industry 


ee Soe Soe See wee oe August 
1986 
[Begin Stoll recording) Why 1s this person sicaling pass- 


and trying to get into military computers” 
J 


Speer, for example was interested in the Jet Prepulsion 
Laboratory in Pasadena. the central! contro! station for 


Soviets. He did the same in the computer centers of the 


_rotected US. air defense center, NORAD. which was 
built deep wside a mountain a5 4 protection against 


[Begin Stoll recording] We were sitting here and noticed 
that this guy was looking for certain keywords. First | 
tned to understand where he came from and watched. 
He was looking for words such as NORAD. SDI. nuclear, 
ICBM. So there was somebody who was looking into my 
computer and who was searching my cor«puter for Star 
Wars information. [end recording} 


Professor Stoll alerted FBI, CIA, and the Pentagon. 
which made sure that some of the affected computers 
were insulated. Stoll himself began hunting for the 
imtruder 


[Begin Stoll recording] What we ended up doing after we 
realized that this person was very persistent and patient 
im his hacking. was that we connected our computer with 
an alarm system, so that a few moments after our 
computers were touched, our poc.ct pager would send 
an alarm. With this alarm | could immediately trace 
back the telephone line. From our laboratory back to 
Oakland, California, from Oakland to Europe. from 
Europe to Bremen, and from there to Hannover, Ger- 
many. [end recording) 


To be abdle to establish the number-checking device. Stoll 
installed a sophisticatedly faked SDI data bank :n Berk- 
eley. Then he observed how hacker Speer copied ut from 
Hannover. The fake SDI mau ria!, which Stoll 1s showing 
here once again, was provided by Stoll with a trap. 
namely a special form and a bogus contact address. Yct, 
now th.s offer was not accepted from Hannover but. 
surprisingly, from Pittsburgh mn the United States 


‘Begin Stoll recording] We received a letter from Pitts- 
burgh, Pennsylvania, which asked for further informa- 
tron. Somehow information traveled from my computer 
here in Berkeley via the data network to Hannover. | 
knew that it had reached Hannover, because we had this 
telephone trap. Three months later we got a letter back 
from Pittsburgh, Pennsylvania. How did the information 
gct to Pittsburgh from Hannover? Who did the transfer” 
[end recording} 


What 1s certain s that the request came from the 
imhabitant of this house im Pittsbu. gh. Leshe Bellow, 
who was involved in illegal computer deals and is a 
suspected KGB agent. The only plausible caplanation 1s 
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that data for making the request were sent by Speer in 
Hannover to Moscow. From there they were passed on to 
Bel’s#, who then asked Berkeicy for more information. 


KGB headquarters in Moscow came up with this opera- 
tron. According to the East's long-term strategy. the plan 
18 to catch up with the West in the technological backlog. 
even by illegal ways. 


[Begin recording of Linch Sieber from Beirut Univer- 
sity] New opportunities for computer espionage were 
carly realized by the Eastern secret services. As carly as 
1964, a long-term plan for computer espionage perspec- 
tives was developed in East Berlin. According to this 
plan, agents were carefully infiltrated into the FRG data 
processing industry. This plan was successful. Think, for 
example, of the arrests after the agent Stiller defected, of 
the arrest made at IBM as a result, of the (Rotsch-MBB) 
case, or of the major cases of computer technology 
transfers to the East from 1970-85. After the spectacular 
successes of German hackers, the Eastern services have 
purposefully tried to establish contacts with them. espe- 
cially from 1985 on, and they have been successful. In 
my Opimon, not only were the Eastern services able to 
get ssolated results concerning the hackers’ activities but 
also German hackers’ essential know-how, 
regarding security, access, and data networks. [end 
recording) 


For years, FRG hackers, especially the members of the 

Chaos Computer Clab, have proven how 
inventively and quickly they can crack computer codes. 
The annual hackers’ congress focuses on unconventional 
and disrespectful handling of technology. ( omputers 
even run the hackers’ every-day life. 


[Begin recording of Stephan Stahl, compucer expert] A 
hacker 1s a freak. He sits in front of his terminal until he 
is exhausted. Drinking and cating takes 
time—time computing. He works on solving the 
problems confronting him unul he succeeds. This is not 
the behavior of a normal computer user who starts work 
at 0800 and leaves at 1600. A hacker starts at 1600 and 
works unt: he has solved the problem. [end recording] 


In “scene” magazines, such as the DATENSCH- 
LEUDER or the BAYRISCHE HACKERPOST, the 


computer freaks exchange tricks, recently even in a 
hacker's dable 


[Begin Sieber recording) Over the past 3 years, hacker 
have been able to gain access to sensitive areas. They 
have frequently been more capable than security experts 
in the enterprises. Their imagination is extraordinary. 
[end recording) 


og mee pee poy ow tert 
for the long might in front of the flickering screens. 
Addiction, unstable personalities, and lack of moncy are 
typical starting places for Eastern principals who want to 
hire top hackers 
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[Begin Boeden recording] As you know, we ar: dealing 
here with young people whom we call computer-freaks 
and who have developed passion and abilities to tackie 
these data systems. Of course, intelligence services make 
use of this passion because, in thes way, they do not need 
human sources. There is a far smaller risk of getteng the 
desired information in this way than from a secretary 
who takes pictures at her boss’ desk anc can be caught. In 
my opinion, we have to des! with this very carefully 
because opportunities that are hard to find are provided 


here. [end recording) 


In the West Berlin Schweizerhof Hotel, the now-cxposed 
espionage ring met in September 1986 to take the first 
delivery to the East. Two of the data sjnes crossed the 
East Berlin border to get to the Matanowitsch Company 


at 60 Lewprigersirasse. 


A contact person of the KGB. who introduced himself as 
Serge, had already been waiting for the two here at this 
high-rise buslding, in which several East European trade 
representatives are based. The spies handed over hun- 
dreds of numbers for dialed-up connections, thousands 
of passwords, collected among the German hacker scene, 
which had been compiled on a magnetic tape. This 
enabled the Soviets to gain access to the most important 
large-scale in Japan, Europe and the United 
States. The data that had been gained from the spectac- 
ular NASA case, for example, fell into the KGB's hands. 


in 1986, FRG computer fans had discovered a gap in the 
worldwide research data network Span. which gave then, 
access to 135 large-scale computers. including the Castor 
and Pollux computers at NASA headquarters. They 
dncovered, among other things, a NASA computer sys- 
tem security study, a shuttle study contract, and the 
report on a booster rocket incident. 


Moscow also received codewords, thus gaining access to 
the data bank of the General Staff im the Pentagon, 
OPTIMIS, the Lawrence Livermore, SDI Laboratory 
and the Jet Propulsion Laboratory, a NASA research 
center in Pasadena. Also affected are the European Space 
Agency, ESA, in Darmstadt, the European Nuclear 
Research Center, CERN. in Geneva, the European 
Molecular Biology Laboratory in Heidelberg, the Max 
Pianck Institute for Nuclear Physics in Heidelberg, the 
German Research and Test Center for Aviation and 
Space Travel in Ottobrunn near Munich, and the Ger- 
man clectron accelerating plant, DESY, in Hamburg. 


The are only a few traces to be found in the West from 
the material that the computer spies supplied to the East 
in 1986, such as a pile of computer printouts. The CIA, 
the Federal Office of Criminal Investigation, and Inter- 
pol are still searching in vain for such clues. What do the 
Russians do with such data’ 


Bu gin Matthias Lehnhart recording) With the numbers 
dialed-up connections and the computer codes, the 
Russians received a complete set of electronic tools for 














hackers from the FRG already supplied the tools for 
breaking into computers in order to gain access to the 


[Begin recording of Matthias Lehnhari—not further 
identified) Of course, the Soviets were not interested in 
the standard program versions that are available in the 
free market in the West. They wanted the secret original 
version, the so-called source codes, that are stored in 
special, tightly shielded computers by the manu/acturers. 
These original versions, which can be applied univer- 
sally, ave so interesting for the Soviets, because only wth 
their heig can the programs be further developed and 
adapted to the special requirements of the East bloc. [end 
recording] 

In the construction of the Airbus on computers with 
so-<alled CAD/CAM programs, everything from the 
smailest ele ment to the complete aircraft is planned on 
the computer. KGB's Serge ordered these programs. 
which represent the basis for the technological lead of the 
West, from the computer spies stressing the urgency of 
the matter. The Eastern tcadership relies completely on 
computer-aided design and production in the modern- 
ization of its naticaal economy. 


At the Leipzig Fair in September, the GDR surprised 
Western experts. It demonstrated advanced ( AD/CAM 
technoiogy, which had been seen only in the West up to 
then. 
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[Begin recording) [Klaus Krakat, Research Center for 
All-German East-West Questions] The gap that has 


[Unidentified reporter] What is the reason for this in 
your opimon” 


[Klaus Krakat] This is a result not only of the specific 


Under the leadership of Sienvens, Philips, and Thomson, 
the “ vropeans want to invest more Ran DM7 billion ia 
the chip of the future 
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[Begin recording] [Hans Weinerth, Philips-Volvo Ger- 
many] If we do not initiate (?Jessie) activities, or under 
whatever name we want to begin with an activity that is 
directed at the mid-nineties—and we will be able to do 
this only on a European level because of the large sums of 
money that are involved—then we would be deciding 
today vis-a-vis the two other economic areas, Japan and 
the United States, that we have given up the race for 21st 
century, a situation which will be irreversi*le even if we 
were to spend much higher sums. [end recording] 


The Franco-Italian giant and (?Jessie) partner, Thom- 
son, which was the worst affected by the computer 
criminals, produces, among other things, electronics for 
advanced warfare weapons. According to French find- 
ings, the criminals were in full control of the mainframe 
computers. By changing system programs for access to 
all data, inserting programs of their own, and erasing 
data. Moreover, special programs for the development 
and production of new microchips were stolen from the 
mainframe computers at Thomson's and Philips’. They 
were classified as confidential. According to the secret 
protocol of a meeting of Thomson managers and mili- 
tary, the hacked computers are in a branch office which 
carries out advanced research on gallium arsenide and, 
more generally, on the electronic components of the next 
20 years. According to NATO sources, it is the very 
gallium arsenide, that the USSR experiments with for its 
development of chips. Because of the enormous amounts 
of information which had to be processed in the Thom- 
son break-ins, this coup no longer fits the pattern of 
previous known operations by hackers. Behind all this 
are either international competitors, or a secret service 
from the East with hacker knowledge penetrated the 
system itself. 


[Begin Sieber recording] For several reasons, computer 
espionage is an especially dangerous form of spying. On 
the one hand, today the most important trade secrets and 
other secrets of the Western industrial states are stored 
on computers. Second, the respective data can be copied 
quickly and inconspicuously with the help of computers. 
If the enterprise is connected to distant data processing, 
and security measures are insufficient, it is possible to 
spy on the enterprise from the outside. Third, computer 
espionage does not leave any trace. It 2s due to all thi 
that computer espionage has become a new dimension of 
espionage activities. [end recording} 


Classical agents worked in the hotels and cafes in Paris 
and Vienna. Modern spies are operating in computer 
centers, for example, in the European nuclear research 
center CERN in Geneva. For years, it was a playground 
for hackers. Computer freaks have repeatedly demon- 
strated in public how cleverly they play with the power- 
ful computer centers, in this case with a CERN computer 
called Merlin. Since the early eighties, hackers have held 
regular control conferences at CERN, read the mail of 
registered users, and changed data. In October 1986, 
CERN reported to the police. 
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[Begin recording of David Lord, CERN security coordi- 
nator] People were frequently trying to break into our 
system. Sometimes they succeeded, changed many things 
in the so-called operation system of our computers, and 
affected computer operations. This was the moment we 
thought that we should brief the police on what was 


happezing. [end recording] 


A confidential CERN study analyses the lack of security 
for German prosecutors. The hacker or the hackers had 
already gained so much access to the system that the 
machines were completely under their control. A CERN 
manager encountered an unknown person in the com- 
puter: “As I did not know that our friend had advanced 
very far in the system, I immediaicly stopped the user's 
session. It did not take ovr friend long to reappear, this 
time under my name, and he stopped my session.” 


CERN reacted to these attacks with helplessness. In 
order not to interrupt our current measurements [mes- 
sungen] and condemn the whole team to inactivity, an 
electrician cut the communication cable and thus sepa- 
rated the computers from the rest of the world. 


[Begin recording] [Unidentified reporter] What are the 
more profound reasons for the striking lack of security in 
the Western computer network? 


[Boeden] First, one has to realize that many things have 
already been done. However, as we can see now, not 
enough has been done. Second, one has to know that 
data processing technology is progressing so fast that 
security concerning unlawful access to these networks 
has not been adequately tal en into account. At any rate, 
it has not been well enough thought out in some cases. 
Finally, I believe that there are still insensitive persons 
who shun the expenses of security measures. We have 
found out that the costs of security measures are not in 
proportion to the costs that arise if an opponent is able to 
get such comprehensive information in this way. [end 
recording] 


Al present, neither the damage nor the consequences of 
this new high-technology espionage case that has just 
been exposed can be estimated. The worst thing is that 
probably most of the electronic ways to break into 
systems opened up by the German hackers can still be 
used by the Soviets without any changes. A new epoch of 
espionage has begun. 


Affected U.S. Computers Listed 
LD0203201989 Hamburg DPA in German 
1912 GMT 2 Feb 8&9 


[Text] Hannover (DPA)—According to DPA informa- 
tion from “hackers” and the Federal Office for the 
Protection of the Constitution, the suspect hackers sup- 
plied the KGB with their knowledge on breaking into 
[the computers of] universities, major research institu- 
tions, military installations, and arms and high tech 
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firms in Europe and the United States in 1985 and 1986. 
Four discs from Hannover alone, each containing ways 
of breaking into computers, were supplied to the East. 


The drug-addicted hackers received DM 5,000 for each 
disc. Another DM 5,000 was received by two German 
intermediaries in Berlin, a senior programmer and his 
driver, and a former croupier in a Hannover casino. A 
hacker said that DM 250,000 was offered for a readable 
version of the system software for VAX computers from 
the firm Digital Equipment. 


The list of “hacked” computers is long: Military plants 
ranging from the Ramstein Air Base and Senckenberg 
Army Depot in the FRG, to Fort Buckner in Japan, and 
the Pentagon databank OPTIMIS with the names and 
curricula vitae of senior military figures, Lawrence 
Livermore and Los Alamos, military research centers in 
the United States; and arms companies in the computer 
and missile spheres, such as Mitre corporation, and Bolt 
Beranek, and Newman Inc, with its missile test site, the 
Bedford Facility. 


Also affected are SGS Thomson and Philips in France in 
the sphere of megachip research; the Jet Propulsion 
Laboratory in Pasadena, with its programs for chip 
ee and a comparable research establishment of the 

German research and test institute for acrospace in 


Oberpfaffenhofen. 


Prosecutor's Office Investigating 
LD0203215189 Hamburg DPA in German 
2042 GMT 2 Mar 89 


[Excerpts] Hamb.\rg/Bonn/Hanover (DPA}—Computer 
espionage, long feared by the secret services, has now 

. According to information from North Gerr- 
man Radio (NDR), after months of investigations FRG 
counter-intelligence exposed several members of a 
“group of hackers” who discovered secret codes and data 
carried via computer lines from computer centers from 
ee en ne eee nee eae 


According to this information, affected among others are 
the data bank of the general staff of the U.S. Department 
of Defense, the mainframe computer of the U.S. nuclear 
weapons laboratory at Los Alamos, NASA, and installa- 
tions of European nuclear research centers. It is not yet 
known to what extent the Eastern secret services have 
succeeded in penetrating the Western secret military 
sphere with the aid of this knowledge. 


On the instructions of the Federal Public Prosecutor's 
Office, at least six apartments were searched in Berlin 
and Hannover and extensive material for evidence was 
seized. While the Federal Prosecutor's Office in Karis- 
ruhe speaks of two detentions, the Federal Interior 
Ministry spoke of a “group of hackers” and NDR 


mentions the detention of five [previously three] young 
men in Berlin, Hannover, and Hamburg. 
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The Foderal Prosecutor's Office refused to attach too 
much gravity to the case, indicating the fact that inves- 
tigations were still under way. [passage omitted] 


NDR said that the group of young people had met in 
1985 at the CeBIT computer fair in Hannover and then 
worked . Subsequently, two KGB intermedianes 
approached them. At first the hackers—one of them was 
a drug addict—voluntarily delivered the data obtained 
via West Berlin to the KGB in East Berlin and did so 
later under pressure and threats. For each disc the drug 
addicted hacker received DM 5,000. They are said to 
have pocketed several DM 100,000. 


The NDR team started its research last April. Between 
1985 and 1987, computer freaks from Hannover had 
penetrated various military computers, some of them 
top secret, working from their student hostels. However, 
the authorities had never been able to positively identify 
the hackers. The U.S. citizens, nevertheless, concluded 
that computer spies had been at work. The ‘Panorama’ 
reporters and staff on NDR had had constast ooniact 
with the hackers recently. “It was clear to us that they 
were not the imitiators of this espionage affair but had 
gotten into something which they could no longer 
control,” NDR reported. [passage omitted] 


More Arrest Warrants Issued 
LD0303114889 Hambure DPA in German 
0939 GMT 3 Mar 89 


{Excerpts} Karisruhe (DPA}—The investigating judge of 
the Federal Court of Justice (BGH) has, at the request of 
Federal Attorney General Kurt Rebmann, issued an 
arrest warrent im connection with the uncovering of the 
computer spy ring acting for an Eastern secret service. 
The man, about whom no further details were given by 
the Federal attorney's office, is suspected of acting as a 
secret agent for the Eastern intelligence service. 


The spokesman for the Karisruh authority, Higher State 
Attorney Alexander Prechtel, announced today in 
response to an inquiry that the “group of hackers’, 
according to the investigations so far, did not succeed in 
penetrating any key areas. On the other hand, it had been 
partially able to penetrate the peripheral areas of certain 
computer systems. Nonetheless, it had stopped at further 
attempts, so the damage that has been reported so far has 
not been done. [passage omitted] 


{Hamburg DPA in German at 1100 GMT on 3 March 
adds: “According to reliable information in the hands of 
DPA, the group of hackers comprises eight people. It is 
said that a second arrest warrant has been issued already. 
Yesterday several homes were searched in Hannover and 
West Berlin. The number of persons arresied varies 
according to differring information and is said to be 
between three and five.” ] 
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Interior Minister Assesses Bust 
LD0303124689 Hambure DPA in German 
1147 GMT 3 Mar 8&9 


[Excerpts] Bonn (DPA)}—Federal Interior Minister Frei- 
drich Zimmermann, (CSU), assessed the discovery of the 
computer spies as a “heavy low” against the Soviet 
intelligence service, the KGB. The minister stated in 
Bonn today that the efficiency of the state protection 
bodies was proven by smashing this spy ring, which was 
operating internationally. Last year, numerous KGB 
agents were uncovered. According to the ministry, there 
were a total of 60 arrests in 1988. [passage omitted] 


According to the ministry, Zimmerman spoke of a “new 
dimension™ in spying by Eastern intelligence services. 
The targets for attack were military and research estab- 
lishments, as well as the economy und science. New 
defense mechanisms must be developed here. The min- 
ister warned against making a final assessment of the 
possible damage now. We must await the results of the 


enquiry. 


The Internor Ministry spokesman stressed that the Fed- 
eral Government recognized the danger carly of penctra- 
tion of computer systems and took a series of measures. 
In 1987 an inter-ministerial committee was set up to this 
end. Above and beyond this framework, guidelines were 
worked out for the Federal administration. Soon a 
security handbook will be ready. Even today there were 
special warning systems whose indications were col- 
lected at the Federal Office of Criminal Investigation 
and handed on to the authorities affected. 


There was no information on connections between the 
hackers uncovered now and the Hamburg Chaos Com- 
puter Club, the government said. 


Genscher Urges CW Ban ‘This Year’ 
LD0203121789 Hamburg DPA in German 
1020 GMT 2 Mar 89 


[Text] Geneva/Bonn (DPA), In an urgent appeal. Federal 
Foreign Minister Hans-Dietrich Genscher, today called 
upon the Geneva UN Disarmament Committee to 
approve the world-wide ban on chemical weapons this 
year, and to prescribe compulsory checks where there are 
grounds for suspicion. “There can be no justification 
whatsoever for the reyection of compulsory checks where 
there are grounds for suspicion—especialy not the busi- 
ness interests of individual firms.” said Genscher. 
appearing together with his Itahan counterpart Giulio 
Andreott: like last year. 


At the same time, Genscher acknowledged that 1 would 
be “one of the most difficult tasks” to achieve reliable 
supervision of the chemical industry. Nevertheless. “the 
safety of the human race must take priority over the 
economic interests of companies concerned for their 
business interests.” A solution to the problems of verifi- 
cation must be achieved this year, he added, since time 1s 
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pressing. Genscher repeated his deep concern at the 
increasing danger of chemical weapons proliferation. A 
halt to proliferation, should not be the only means of 
tackling the problem of chemical weapons. Genscher 
warned against the continuing absence of legal prov- 
sions, which lead to covetousness on the part of those 
without chemical weapons. “Foreign and, unfortunately. 
German firms, too,” have delivered parts and raw muite- 
rials or made technology available. Genscher empha- 
sized the serious responsibility of all countries concern- 
ing the dissemination of knowledge of the manufacture 
of chemical weapons, and informed delegates of the new, 
tighter export control and penalty measures in the FRG 
and the EC. 


Binding international law must prevent the develop- 
ment, manufacture, storage, and transfer of chemical 
weapons, said Genscher. He countered U.S. industry 
reservations to date on checks where there are grounds 
for suspicion with a 5-year-old quote from the then US. 
Vice President George Bush, in which verification is 
described as deterrence through the fear of discovery. 


Polish Official on Obstacles to Kohi Visit 
AL0203 160789 Hambure DIE WELT 
in German 2 Mar 89 p I 


[Berndt Conrad report: “Obstacles to Be Removed 
Before Kohl's Visit”) 


{Text} Bonn—During the talks for the preparation of 
Chancellor Kohl's visit to Poland, agreements on the 
exchange of young people, the establishment of consu- 
lates in Hamburg and Krakow, increased screntific coop- 
eration, and creating cultural institutes were discussed. 
This was announced by Foreign Minisiry spokesman 
Staniszewsk: in Bonn yesterday [| March]. He expressed 
the conviction that differences over German names of 
towns and villages, which have so far prevented the 
conclusion of a consular agreement, may be overcome 
through a compromise. As soon as a suitable location 1s 
found, a “Goethe Institute” will “shortly be established” 
in Poland. 


Staniszewski stated that the visit by the chancellor 1s 
“not far away.” It can take place w'thin the next few 
months, “probably before | September.” The Chancel- 
lor’s Office replied laconically: “The date for the chan- 
cellor’s visit has not yet been set.” The personal commis- 
sioners of the Polish head of government and of the 
chancellor, Kucza and Teltschik, must first remove the 
obstacles that still exist. 


Polish credit wishes and problems in connection with the 
1975 German-Polish pension agreement still obstruct 
the way. Issues concerning the question of what loans 
can be granted to Poland under what conditions will be 
discussed today by the chancellor, Foreign Minister 
Genscher, Finance Minister Stoltenberg, Internor Mints- 
ter Zimmermann, and state secretary Von Wuerzen. 
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Bonn has only become fully aware of the importance of 
the pension problem after the visit to Bonn by Prime 
Minister Rakowsk: at the end of January According to 
the pension agreement, Polish citizens (ethnic Germans 
and Poles) who settle in the FRG are entitled to higher 
old-age pensions than comparable FRG citizens, because 
they are credited insurance periods that are only valid in 
accordance with Polish law. Currently, 120,000 Poles 
receive pensions in the FRG. In Bonn’s view, experts 
should negotiate a change with the aim of achieving an 
adjustment. The Bavarian government has suggested 
that new loans be linked with an amendment of the 


pension agreement. 


It 1s clear now that Bonn will be faced with new wishes 
for loans after the chancellor's visit, when the “process of 
reconciliation” begins in Poland's view. According to a 
high-ranking Polish diplomat, this process includes an 
“unofficial solution™ to the problem of reparation pay- 
ments to Polish Nazi victims. 


Press Views Government's Asylum Policy 
AU0203 163989 Cologne Deutschlandfunk Network 
in German 0605 GMT 2 Mar &9 


[From the Press Review] 


[Text] The FRG press today comments on the asylum 
policy of the Bonn government. FRANKFURTER 
RUNDSCHALU States: Yesterday's cabinet meeting [! 
March] ended in an embarassing political chaos: The 
ministers shamefacedly shelved the package that had 
been hastily drafted by Interior Minister Zimmermann 
on the topic of foreigners and asylum seekers, a package 
which allegedly attracts people's attention, because the 
interior minister, who 1s both zealous and inefficient, has 
once more forgotten to do his homework properly. 
Haunted by the disastrous thought that the successful 
Republican Franz Schoenhuber might win over voters 
from the mght fringe, Zimmermann presented three 
proposals, all under the motio “curbing the wave of 
asylum seekers.” He wants to abolish transit privileges 
for Turks and introduce mandatory visas not only for 
SFRY nationals, but also for another |4 states. When he 
was defeated by the cabinet, he came up with another 
bold idea: Private travelers from Poland should only be 
granted a visa if the German authorities have made sure 
that the person entering the country does not intend to 
seck either a “pointless application for asylum or illegal 
work on FRG territory.” As a result of this measure, i 
will certainly become necessary to install a few lie 
detectors in the FRG Embassy in Warsaw 
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GENERAL ANZEIGER. published in Bonn, writes: 
Intenor Minister Zimmermann calls for a more resinc- 
trve handling of the visa regulations. As a matter of fact, 
the introduction of compulsory visas did not prevent 
about 29,000 Poles—out of the three-quarters of a mil- 
hon Poles who visited the FRG—from applying for 
asylum in 1988. The queues in front of the embassy's 
understaffed consular department suggest that another 
wave of Polish travelers 1s to be cxpected this year. Al 
$0-second intervals, visas are currently being pul in 
Polish passports in Warsaw. It would be absurd, how- 
ever, to counter the casing of travel regulations, which 
was first demanded by the FRG and finally granted by 
Poland, by German restrictions. 


BRAUNSCHWEIGER ZEITUNG stresses: The Poles. 
who emigrate to the FRG in large numbers for economic 
reasons, are reducing the asylum law to absurdity at the 
cost of those who have really been persecuted for polit- 
ical reasons. This 1s not directed agarnst the Poles, who 
are often efficient workers. It 1s undersiandable that they 
prefer carning Western currency to waiting im queues. 
The asylum law, however, 1s not applicable on their case. 
In addition to that, Polish travelers who have not been 
persecuted create a bad atmosphere among the public for 
ethnic Germans emigrating to the FRG. However, it will 
be difficult for Bonn to make the Poles understand its 
desire for a revision of the pension agreement. 


Berlin Mayor Diepgen Announces Senate Resignation 
L.D0203153689 Hamburg DPA in German 
1438 GMT 2 Mar &9 


[Excerpts] Berlin (DPA)}—Approximately 4 and ‘> weeks 
after the elections, Berlin Mayor Eberhard 

(CDU) has announced the resignation of the CDU/FDP 
Senate, which 1s led by him. Today he gave a letter to this 
effect to the new president of the parliament, Juergen 
Wohlrabe (CDU), in the Schoeneberg town hall. The 
current Senate will continue in office until the formation 
of a new government. 


Diepgen said that he would take over the opposition in 
the event of a red-green coalition in the city. However he 
does not believe that an SPD-AL [Alternative List] 
government coalition can last 4 years. [passage omitted] 


Juergen Wohirabe (CDU) was elected as new president 
of the parliament by a narrow majority. In the election, 
which took place secretly at the request of the SPD, he 
gained 74 out of 137 votes. There were 59 deputies who 
voted against his election, 4 abstained. He needed 70 
votes to be elected. An SPD deputy did not take pari in 
the constituent session for health reasons. 
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President Soares Arrives in Kong 
LD0303 130189 Lisbon Internati Service 
in Portuguese 1155 GMT 03 Mar 89 


[Text] President Mario Soares arrived in Hong Kong 
from Macao a short while ago for a 29-hour stay that will 
include a party with resident Portuguese and a working 
meeting with the governor of the British colony. 


In Macao, Mario Soares reiterated his support for Gov- 
ernor Carlos Melencia and his trust in Melencia’s states- 
manship and competence. 


Immediately on arriving in Lisbon the president will 
convene the State Council to give his impressions on his 
visit to Macao. 


Lisbon Reviews Soares’ Speech in Macao 
LDO103212789 Lisbon International Service 
in Portuguese 1906 GMT | Mar 89 


{Excerpts} President Mario Soares is continuing his visit 
to Macao. Helder Fernandes is on the line with the 
details: 


[Begin Fernandes recording} At a solemn session of the 
Macao Legislative Assembly in his honor, Mario Soares 
made a major, forward-looking speech after being wel- 
comed by the assembly's president. [passage omitted] 


Here 1s a list of the main points made by Soares: Macao 
must not be subjected to party politics; there must be a 
consensus among the Portuguese organs of sovereignty 
as to their support for the Macao administration; the 
most important task ahead 1s to ensure the stability and 
development of the territory, with a creative and inno- 
vative spirit. 


In the President's view, the great targets set for Macao 
can only be achieved if we conduct ourselves in keeping 
with the great responsibilities we inherited from our 
history in Macao. Soares voiced his solidarity with the 
territory's future urging everyone to pull together—as he 
put it—Portuguese, Chinese, and Macanese alike. 


A speech of hope and confidence, therefore, in Mario 
Soare’s old but always fresh-seeming style. [passage 
omitted] [end recording] 


Iranian Envoy Departs Lisbon 2 March 
LD0303 123789 Lisbon International Service 
in Portuguese 1155 GMT 3 Mar 89 


{Excerpt} A source at the Iranian Embassy in Lisbon 
announced that Amoassador Mozaffari left for Tehran 
yesterc seeping with the Islamic Republic of Iran's 
decis all its diplomatic representatives from the 
EEC ». The source said the ambassador had been 
recal|: onsultations. [passage omitted] 
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* Reasons for Cavaco Silva Confidence Outlined 
35420049a Lisbon SEMANARIO in Portuguese 
14 Jan 89 p 6 


{Commentary by Jose Miguel Judice: “Anibal Clark 
Silva”) 


[Text] The impression conveyed by the prime minister 
recently to anyone who has had occasion to contact him 
is one of great confidence and optimism concerning the 
future of the country, its government, and himself— 
three entities which he tends to see as one, since their 
respective destinies appear to him to be naturally inter- 
connected. And yet this is the year in which we can 
expect restrictions on purchasing power, a higher tax 
burden, elections that will serve wonderfully for the 
expression of various kinds of discontent at little politi- 
cal cost, social tensions, and middle-class revolt. All that 
is true, but it is also true that Cavaco Silva really does 
have reason to be confident and calm. Perhaps it would 


be important to try to explain why. 


The first reason is economic. The international eco- 
nomic situation 1s One in which we are witnessing strong 
growth in demand in Europe, an improvement in Por- 
tuguese exports and even the related terms of trade, 
stability in foreign exchange, and investments in the 
EEC. The domestic economic situation will continue to 
be one of growth—although controlled growth—with the 
national product rising at very high rates compared to 
those of our main partners, the structural problems in 
the economy being eased, and the business atmosphere 
being favorable, despite everything, to investment. And 
this is not to mention the effect of the financial injection 
represented by the structural funds, which will contrib- 
ute to economic expansion. The economic and financial 
winds are going to be favorable, and all indications are 
that they will stay that way during the 2 remaining years 
of the term of office Cavaco Silva won in 1987. 


The second reason is political. Society's lack of convic- 
tron that a real political alternative to the government 
exists is a factor operating to strengthen that same 
government. And there is no reasonable justification for 
thinking that the Socialist Party [PS] *s going to stop 
contemplating its own navel in the near future. There is 
no reason to expect that Sampaio is going to turn 
overnight into a well-known figure desired by “centrist” 
and “apolitical” voters. And nothing seems to indicate 
that the balance of forces on the left will be similar to 
what has taken shape on the right im recent years: 
although the P'S is ogling the country and the country is 
ogling Sampaio, it will be impossible in practice for the 
PS to become the largest Portuguese party, and as far as 
Cavaco 1s concerned, that is what counts. 


The third reason is social. The mood in the country 1s 
one of optimism: in general, the Portuguese feel that 
things are not going to get worse, and when that is the 
case, governments always win. The trend in Portuguese 
(and European) culture and civilization is toward a 
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relative decline in interest in public affairs and, conse- 
quently, in politics, and when that is the case, 

ments in power are in less danger than when circum- 
stances are more politicized. What this boils down to is 
that the Portuguese will go along with whoever is gov- 
erning them as long as that someone does not keep them 
from getting what they want: stores full of products they 
can afford, television with movies and popular serials, 
money for gasoline, job security, and order in the streets. 


The fourth reason is strategic. With the base of votes and 
seats in Parliament he controls, Cavaco Silva is in 
principle the beneficiary of any scenario that might be 
imagined. If the elections for the European Parliament 
turn out well, he will take that opportunity to crush the 
CDS [Social Democratic Center Party] once and for all 
in the local elections. If they turn out very badly, he will 
ally himself with the CDS in the local elections. If social 
protest turns red-hot, he will call for the mobilization of 
the faithful and hand out a few benefits and pats on the 
head. If social protest fails (and as a precaution, the 
government is taking steps to discourage it somewhat), 
he can continue the “apolitical” policy in the style of 
Fontes Pereira de Melo which he has chosen. If the 
economic climate stays “hot,” he will take advantage of 
that to straighten out public finance thanks to the 
restrictions he will apply. If deflationary symptoms 
occur or there is a reversal of expectations, he can 
quickly apply a few easy macroeconomic formulas that 
will compensate for everything. 


Because of ali that, it can be stated that Cavaco Silva is 
the Clark Kent of Portuguese politics: endowed with 
superpowers, invulnerable, immortal, and sufficiently 
shy not to be insufferable. With the added advantage 
that he is not opposed by any evil genius and that so far, 
no one is aware of any substance from his home planet 
that would weaken him to the point of vulnerbility. 


That being the case, we all hope that the opposition 
parties will oppose and that weaknesses, mistakes, shori- 
comings, and defects will be emphasized. But all of us 
also know that none of that is going change things much, 
at least as long as the winds are favorable, and it is 
certain that they are going to stay that way for the next 
few years. 


To sum up, what this boils down to is that everything is 
happening in accordance with the will of the voters: we 
have stability, long-range planning is possible, the con- 
ditions exist for economic t, and the histor- 
ical opportunity thai has opened up at this point ts not 
being squandered. At the same ticie, the Portuguese 
want to preserve all that while letting the government 
know that it must not abuse its strength, opportunities, 
and luck. Therein lies the only opportunity open to the 
Opposition parties, as well as the role which they can 
beneficially play in the most immediate future. But that 
will be our topic of discussion next week. 


PORTUGAL 


* Plan Outlines Defense 
35420051 Lisbon SEMANARIO in Portuguese 
14 Jan 89 p 8 


[Article by Joao Mesquita] 


[Text] The government is ready with a plan which it says 
is aimed at resolving the crisis in Portugal's defense 
industry. The plan involves privatizations and layoffs, 
with the consequences one can imagine. Bui the govern- 
ment argues that “ny restructuring involves problems 
with jobs.” 


The first idea in the plan is to merge the entire metal 
engineering sector—which produces the metal casings 
for ammunition and manufactures light weapons—irto 
a single unit by 1990. In principle, that new unit would 
use the facilities currently belonging to COMETNA 
[National Metallurgical Company] in Palmela. This sec- 
tor is currently split up into three firms—COMETNA 


‘itself, INDEP [National Defense Industries], and the 


Ociras Foundry—and the plan's promoters admit that 
“when the merger takes p'ace, the number of available 
jobs will be lower than it is now.” 


At INDEP, which employs !,420 of the approximately 
2,400 workers in this sector, the impact of the merger 
may be lessened by an increase in its surplus staff, which 
already includes over 400 people. But at COMETNA 
and the Ociras Foundry, which are subordinate to the 
Institute of State Participations (IPE), there are “more 
reasons to solve the layoff problem” in a direct and 
simple manner, it being significant that the COMETNA 
facility in Amadora (where aircraft bombs were being 
manufactured) was closed down last weekend. 


The second idea in the government's plan calls for a 
merger of the two firms manufacturing civilian explo- 
sives: the SPEL [Portuguese Explosives Company] and 
EXTRA [Trafaria Expiosives Company]. Although the 
latter firm is “technically bankrupt” and the former “has 
a set of problems on its horizon,” the authors of the plan 
are convinced that it is possible to avoid unemployment 
in this sector by privatizing—cither completely or par- 
tially—the new firm that will result from the merger. all 
the more since there would be “an increase in demand” 
for its products, especially from abroad. 


The government's plans are more vague when they 
discuss the manufacture of military explosives and the 
arming of weapons, since the law delimiting sectors 
prohibits private enterprise from entering this field, or at 
least from occupying a dominant position in it. That 
being the case, the authors of the pian envisage three 
alternatives. 


The first calls for combining the sector in question with 
the metal engineering sector, an approach that would 
solve the problem completely from the legal standpoint, 
since both sectors would then remain in the public 
sector. But it is felt in some circles that since that 
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approach would “waste the infrastructures” established 
for producing civilian explosives, “it is not rational in 
economic terms,” with the result that it would be better 
tO promote a partnership with the metal engineering 
sector. 
But since the objective 1s maximum privatization of the 
sector producing civilian explosives, that second solu- 
tion might be totally unsuitable from the legal stand- 
point. That being the case, the third and final possibility 
being considered by the authors of the plan is that of 
dividing the new unit to be established in this sector into 
two perts, probably on the land now belonging to 
EXTRA. One part would be privately owned and would 
i to the manufacture of civilian 
explosives. The other would be state owned and would 
with the production of military 


According to its supporters, that mixed solution would 
also have the advantage of not involving “social costs.” 





PORTUGAL 


In other words, assuming that the number of employees 
now involved in the production of military explosives 1s 
in fact too large, the excess could be transferred to the 
production of civilian explosives with no change of 
workplace being required. 


Lastly, the authors of the plan recommend the develop- 
ment of “a series of research projects in the area of 
defense” that will culminate in the establishment of a 
firm for that specific purpose. That firm—which would 
have the cooperation of the various armed services and 
of academic institutions and other associations of a 
scientific character—would also concern itself with 
“surveys of market requirements” in the area in question 
and undertake the “coordination of commercial activi- 
tres” by the Portuguese defense industry, thus preverting 
situations like that which occurred during the so-called 
Gulf War, when the SPEL and EXTRA “were competing 
with each other” to sell their respective products. 
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Nordic Council Condemns Rushdie Death Threats 
LD0303113189 Helsinks Domestic Service in Finnish 
0600 GMT 3 Mar 8&9 


[Text] [Announcer] The Nordic Council, which is mect- 
ing in Stockholm, discussed the situation in the Baltic 
countries at its evening session yesterday [2 March]. The 
representatives of the Nordic governments expressed 
their desire to develop relations with the republics. 
Finland especially emphasized her own firm links with 
Estonia. The session rejected with a clear majority of 
votes a membership proposal that the Baltic countries be 
invited to youn the Nordic Council. 


Kimmo Henriksson reports from Stockholm: 


[Begin Henriksson recording] The membership proposal. 
which raned many cyebrows, originated from Kristen 
Poulsgaard, representative of the Danish Progress Party. 
or the so-called Gilistrupites, who tried to take a high 
profile at the session. Earlier in the day his way of voting 
against ev¢ry “ommiuttiee proposal aroused attention. 
there was no maiter too small for one vote to stand out 
on the voting board. At the Council session, the mem- 
bership proposal was rejected on the grounds that not 
one of the Baltic countnes has expressed a desire to join 
the Council. The proposal was finally rejected by a vote 
of 69-! 


Kristen Poulsgaard also asked the Nordic governments 
about the government's plans for developing relations 
with the Baltic countnes. Mats Helistroem, the Swedish 
minister responsible for cooperation matters, who 
replied on behalf of the governments, assured him that 
the governments welcome the present development in 
the Baltic countries with joy, and said that relations are 
developing at their own rate. The Finnish Foreign Min- 
istry, which wanted to emphasize Finland's particularly 
close ties with Estonia, in addition prepared its own 
response, recalling the language affinity between Finland 
and Estonia, growing tourism, and economic coopera- 
tion. The reply was a reminder that Finland intends to 
expand the Tallinn branch of the general consulate in 
Leningrad. Foreign Minister Perit: Paasio, who arrived 
especially to give the reply. was not able to make his 
speech in the end because he had to hurry to catch the car 
ferry for Finland with Swedish Premier Ingvar Carlsson 
The reply was conveyed on his behalf by Tarja Halonen, 
second minister of social affairs and health. 


A representative of the Swedish Green Party, Marian 
Samuelsson, managed to get a statement from the gov- 
ernments on the Iranian death threats against the writer 
Salman Rushdie. n Cooperation Minister 


Bjarne Moerk Eidem, who replied on behalf of the 
governments, said that the death threats are in funda- 
mental conflict with the Nordic principles of free speech 
and to be totally condemned. Kimmo Henrksson. 
Stockholm. [end recording] 


NORDIC COUNTRIES 17 


[Announcer] The Nordic Council concludes its session 
today 


Scandinavians Look to ‘18-Nation Europe’ 
PM0203170989 Copenhagen BERLINGSKE TIDENDE 
in Danish 28 Feb 8&9 p 4 


[Terkel Svensson and Per Lyngby dispatch: “The Nordic 
Countnes Want To Move Closer to the EEC™] 


[Text] Stockholm—The EFTA countrnes, which com- 
prise the four Nordic countries apart from Denmark, 
and Switzerland and Austria, are almost ready to begin 
to move closer to the EEC. 


At the Nordic Council's 37th session, which with its 
1.000 partecipants—including almost 200 ministers and 
parliamentarians—ts being held in Stockholm this week, 
the debate 1s very much dominated by the EEC. 


Norwegian Prime Minister Gro Hariem Brundtland 
(Labor Party) has invited the other EFTA heads of 
government to 2 mecting in Oslo in mid-March. 


“Al this meeting we must lay the foundation for an 
active EFTA role in what | would like to call an 18- 
nation Europe.” Grro Harlem Brundtland said yesterday. 


Danish Prame Munister Poul Schluter (Conservative) 
told BERLINGSKE TIDENDE that the EFTA countrnes 
are gradually becoming reconciled to joining the EEC 
nations customs umon 


“In Oslo the EFTA countnes will also have to discuss 
joint efforts for the harmonization of technical standards 
and the setteng-up of bodies which can take action 
against unfair competition and state support,” Poul 
Schluter said. 


In her speech to the Nordic Council session Gro Harlem 
Brundtland referred to EEC Commission Chairman Jac- 
ques Delors. who considers that there is a need for 
broader cooperation between the EEC and EFTA— 
including yornt decisionmaking bodies and joint admin- 
Srative mmstitulions. 


“We will have to discuss how EFTA can be strengthened, 


© that the organization can best protect important 
interests in Our relations with the EEC,” she said. 


Swedish Prime Minister Ingvar Carisson (Social Demo- 
crat) told BERLINGSKE TIDENDE: 


“We must be ready to strengthen EFTA, so that EFTA 
can become a good and effective partner in negotiations 
with the EEC. But we will not be constructing a mini- 
EEC.” 


tic added that the EFTA countries will have a stronger 
position if they are able to hold together. 
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“If on the other hand we act separaicly, we will be 
weaker,” Carisson stressed. 


He said that a customs union 1s a possibility, but such an 
agreement will not be enough in itself, because thre will 


Swedish Moderate Coalition Party leader Carl Bildt 
thinks it of crucial importance that EFTA should be 
included in the EEC's customs union. 


“That is a precondition for cur having access to large 
parts of the EEC single market, and it would be a 
guaranice against discrimination against our industry 
and commerce,” Carl Bildt said. 


He takes the view that the Nordic FFTA nations should 
join the customs union, even if this means that EFTA 
would be divided on the issue which could happen. 
because Switzerland is very skeptical about joining the 
EEC customs union. 


“Instead of strengthening EFTA and building a bridge to 
the EEC by entering into agreements in a number of 
fields, the EFTA countries should instead go the whole 
way and apply for EEC membership. This would be a less 
messy solution,” Danish Conservative Folketing Group 
Chairman Hans Engel! said. 


In his speech Prime Minister Poul Schluter said that he 
personally expects that “in a few years’ time” Norway 
and Iceland will become members of the EEC. 


There are also clear indications that the Nordic Council 
will arrange an extraordinary session on the Aland 
Islands next November with only one subject on the 


agenda—relations with the EEC. 


Former Danish Prime Minister Anker Jorgensen (Social 
Democrat) wants “very close cooperation between the 
Nordic countries and the EEC.” 


“I believe that the EF TA countries will soon pronounce 
their own death sentence as an organization. | would like 
to have 18 EEC members, including the 6 EFTA 
nations,” Anker Jorgensen declared. 


Norway 


* Bank Chief, Brundtiand Fear Further Austerity 
36200102 Duesseldorf HANDELSBLATT in German 
2 Jan 89 p 6 


[Article by bch: “Central Bank Chief Skaanland Warns 
Oslo's Government Against a Flirtation With Campaign 
Offerings”) 

{Text} HANDELSBLATT, Sunday | Jan 89, bch Oslo— 
As in the two preceding years. will again 


have to tighten their belts in 1989. Now as before this 


NORDIC COUNTRIES 


Scandinavian country 1s suffering from the effects of the 


1986 collapse of oil pnces and from its comparatively 
raw maternal onented production structure. 


New parliamentary ciections will be held in the fall. 
Hermod Skaanland, president of the central bank, is 
already warning Prime Minister Gro Hariem Brundt- 
land's Social Democratic administration against suffus- 
ing the needed modernization program with campaign 
offerings. 


Skaanland specifically criticized the government's char- 
acterization of wage increases of up to 4 percent as 
acceptable. If corresponding settlements are reached in 
the spring during the next round of wage-scale negotia- 
tions, the effect on the budget will be felt in the second 
half of this year and even extend into next year. This, 
according to the central! bank president, will have a 
negative effect on international competitiveness which 
Norway can ill afford. 


He suggests that unions forego general increases alto- 
gcther and that individual increases, which play an 
important role in Norway's wage-scale structure, be 
limited to 2 percent at most. The restrictive economic 
policy of the past few years had, according to Skaanland, 
“such a noticeable effect that we now have the opportu- 
nity to improve our competitiveness without having to 
devaluate.” This, however, assumes restraint in collec- 
tive bargaining. 


Rising Wage Costs Per Unit Were Stopped 


The Norwegian Banking Association confirms that at 
this tome Competitiveness appears to have stabilized. 
While in 1987 the increase of the unit cost of wages in 
Norway was 4.4 percent higher than that of foreign 
competitors, this advantage dwindled to 0.2 percent in 
1988. The main reason for this is that wage costs 
increased by 14.1 percent in 1987, while in 1988—afler 
the administration forced acceptance of a wage-policy 
package im the spring—these costs increased by only 6 
percent. 


According to the association's calculations, wages will 
rise by 5 percent in 1989, which, assuming no changes in 
foreign exchange raics, amounts to a 0.3 percent loss in 
competitiveness. But in Skaanland’s opinion this simply 
indicates a continuation of the status quo. He maintains 
that “we should scize this opportunity to improve our 


position.” 


By far the best chances lic in the realignment of exports 
to finished goods. “Brosdly speaking.” notes the banking 
association, “Norway is a distributor of raw materials 
and primary products and imports processed goods.” In 
a rather one-sided way, the country’s production 1s based 
on such natural resources as cheap power (hydraulic 
power, oil, natural gas), fish, and forests. The export 
share of such products—<cven if natural gas and oil 
shipments were omitied—is about 75 percent. 
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The Economy Must Be Diversified 


Skaanland emphasized that in the nineties Norway must 
be prepared for the fact that the offshore sector will no 
longer contribute to growth but merely become a com- 
ponent of the general economy. Since traditional arcas 
also present no significant opportunities for growth, 
Norway's only chance 1s to promote new activities. The 
first step had been to make labor forces available by 
exercising restraint in the public sector, the next steps 
should be the introduction of new technologies with 
correspondingly competent employees, maintains the 
central bank president. who perceives “many difficulties 
and a long time of preparation” but also “encouraging 
signs” in this area. 


Oil Minister Arne Ocien confirms that no significant 
contribution can be expected from the offshore sector 
even if, as new fields are activated, Norwegian produc- 
tion should rise from 1.1 million barrels per day in 1988 
to 1.4 million in the current year. Oslo is continuing its 
policy of voluntarily limiting production to 7.5 percent 
under capacity in support of OPEC's price-stabilization 
efforts. However, according to Ocien, OPEC's goal of 
$18.00 per barrel cannot be realized, at least not in the 
first half of 1989. The oil minister assumes an upper 
limit of $15.00 since oi! depots are brimful worldwide. 
An upward trend in prices can at best be expected for the 
second half of the year. 


According to the banking association's prognosis, Nor- 
wegians must be prepared to reduce their actual 1989 
consumption by | percent; it had dropped by 3 percent 
in 1988 and by 2.2 percent in 1987. The association is 
also accusing the administration of having placed the 
burden of adjusting to the drop in oil prices unfairly on 
consumers and business, while the public sector made no 
measurable contribution. 
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Thus logic does not appeal to Prime Minister Gro Har- 
lem Brundtland: “We needed to cool off perceptibly and 
we had to create a cushion to realize our other goals of 
job security and the future of the welfare state.” 


The discrepancy still exiats in 1989. While actual public 
cxpenditures are increasing by |.6 percent, consumers 
must again cut back and industry 1s cxpected to reduce 
savestments by 20 percent after they had already reduced 
it by 15 percent in 1988. If the actual GNP increase is 
nevertheless 1.3 percent (0.6 percent in 1988), this 
imcrease must be ascribed exclusively to the offshore 
components of o:l/natural gas and shipping. The banking 
association projects a decline of 0.8 percent for mainland 
Norway by itself (it had declined by 0.3 percent in 1988). 


Capitalistic Parties Find No Common Ground 


Mrs Brundtland is not in power because of social- 
democratic strength but because of a deep division in the 
camp of the four capitalistic parties, in which the Con- 
servatists favor a cautious supply policy, while the Cen- 
ter and Christian People’s parties do not want to give up 
the policy of subsidizing the penpheral regions. in which 
the core of their supporters reside, and in which the 
rightest Progress Party demands such drastic cuts in 
taxes with corresponding cuts in public expenditures 
that the other three capitalistic parties shudder. 


The conservative Oslo newspaper, AFTENPOSTEN. 
consequently pronounced a devastating criticism of the 
opposition, which has the necessary majority to depose 
the minority social-<democratic cabinet. “Economic stag- 
nation, a veritable wave of bankruptcies and increasing 
unemployment without a credible alternative. The 
imcompetence of the opposition guaranties that a weak 
administration will be able to remain securely in power. 
One would be justified in characterizing the capitalistic 
parties’ refusal to assume power and responsibility as a 
scandal.” 
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Bush Report Reflects ‘Incorrect’ 
740203120989 Ankara Domestic Service in Turkish 
1100 GMT 2 Mar &9 


[Excerpt] [Passage omitted] In reaction to US. President 
George Bush's report on Cyprus, Kenan Atakol, Turkish 
Republic of Northern Cyprus foreign affairs and defense 
minister, said that the use of the phrase Cyprus Govern- 
ment 1s mcorrect. In a statement to Turkish Radio and 
Television in Lefkosa, Atakol recalled that this adminis- 
tration represents only the Greek Cypriots on the island. 


Atakol added that the report's observation that there are 
J "sitive aspects in both sides’ proposals does not reflect 
a correct approach. He remarked that the Turkish- 
Cypnot and Greek-Cypniot proposals cannot be pul in 
the same category. Atakol also pointed out that the 
solution offered in the Greck-Cypnot proposals would 
cause the problem to revert to the situation prior to the 
1960 agreements. 


Denktas Meets Egyptian Deputy Foreign Minister 
7A0203 174989 (Clandestine) Bayrak Radio in Turkish 
to Cyprus 1530 GMT 2 Mar 8&9 


[Excerpts] The TRNC and Egypt. one of the leading 
members of the Nonaligned Movement, have held an 
official contact for the first time. President Rauf 
Denktas, who 1s on a 3-day visit to Cairo as the guest of 
the Turkish-Egyptian Friendship Association, met with 


Denktas held a news conference in Cairo this afiernoon. 
ng a statement in London by Grreck- ypriot 
leader Vasiliou to the effect that the Greek Cypriots are 
ready to make significant concessions in sharing author- 
ity with the Turkish Cypriots, Denktas said: For the past 
25 years, the Greek Cypriots have chosen to oppress and 
torture the Turkish Cypriots. Pointing out that this 
approach has not been evident in the bilateral contacts 
held with the Greek Cypriots so far, Denktas said that 
— with the Turkish Cypriots 1s a requisite 
of a framework and the equality of the two 


Cypriots over the past 25 years, Denktas added that the 
Greek Cypriots have struggled for Enosis for years. 





CYPRUS 20 


Resat Akar, a Turkesh journalist covering Denktas’ visit 
to Egypt. reported that Denktas told the news conference 
that Vasilhou did not refer to such a concession at the 
Cyprus intercommunal talks. Denktas added that the 
equality of the Turkish Cypnots, which is the most 
natural nght of thes community, should not be seen as a 
concession. Noting that he received much attention 
during his visit to Egypt, Denktas thanked the Egyptian 
people, which are a part of the Islamic world. 


Denktas today also met with the secretary gencral of the 
Islamic Council and other officials. He will return to the 
TRNC tomorrow evening. 


USSR's Gerasimey on International Conference 
NCO0203133989 Nicoma AIBRIS POST ASI in Turkish 
I Mar 89 pp 1. 3 


“Exclusive” imterview with USSR Foreign Ministry 
spokesman Gennadiy Gerasimov by KIBRIS POSTASI 
correspondent Ahmet Okan in Nicosia—date not given] 


[Excerpt] [Passage omitted] [Okan] Mr. Gerasimov, the 
Cyprus question has now turned into a gangrened prob- 
lem. The proposals exchanged between Mr Denktas and 
Mr Vasilou are completely opposed to one another, Do 
you believe that reconciling these conflicting proposals 1s 
possible’ 


[Gerasimov] A dialogue 1s useful, but thes by itself docs 
not resolve the problem. A dialogue means an effort is 
being made to establish a way of resolving a problem, 
and if the two sides take the interests of one another into 
consideration and try to establish a balance between 
them while they search for a solution, then a result will 
be attained. They must talk to cach other, not about cach 
other. Regrettably, the factor we have mentioned has not 
been observed from time to time. What has been 
observed is an open “confrontation,” which should be 
replaced by calm diplomacy. Boasting about persever- 
ance 1s not a tradition im the world at the present time 
The contemporary world and the international commu- 
nity favor solving problems which concern reconcilia- 
tion and normalization. In view of this, let us adopt an 
optimistic approach to what has happened and support 
the settlement of what you have described as a gangrened 


problem. 


[Okan] What is still valid 2bout the Sovict Union's call 
for an international conference on the Cyprus problem” 
What can be done to realize this proposal” 


[Gerasimov] The proposal for an international confer- 
ence on Cyprus 1s at least valid from the point of view 
that it has not been forgotien, regardiess of the 3 years 
that have lapsed since it was put forward. It continucs to 
remain on the agenda. As far as the Soviet Union is 
concerned, it 1s obvious that the need for an interna- 
tional conference on Cyprus is now better understood, 
both in and outside Cyprus. Regardiess of thes, there are 
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CYPRUS 


Cypnot manufacture and assembly of products for markets 
in Europe, Africa, and the Middle East. A delegation from 
30 Japanese banks will visit Cyprus from |4 to 16 March. In 
early summer, a Cyprnot tounsm delegation will visit Japan 


3 Mar 89 p 16 


as visitors, taking advantage of the lack of visa require- 


the Internor and the Immigration Department—are fac- 


ing a huge problem and are studying various ways of 
th wt. They claim that “nu has become a 


about whose character there is information and evi- 
dence, or who are suspected of committing or preparing 
to commul crimes or terrors! activities. 


According to our reports from the responsible author- 
ties, most of these people are Iranians. Iraqis. and others 
of Arab extraction, who entered Cyprus without visas as 


In order to pul an end to this situation, and to stop 
Cyprus from becoming a den and crossroads for inter- 
national and criminals, vicas for 


foreygners 
from about 20 countnes, mostly Arab. will definiely be 
introduced on | May. 
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Further on Visit of Iraq's Ramadan 


Economic Protocol 
740203162189 Ankara ANATOLIA in English 
1545 GMT 2 Mar 89 


[Text] Ankara (A.A.}—Turkey and Iraq today signed a 
protocol at the termination of the 9th term mectings of 
the Turco-lraqgi joint economic commitice held in 
Ankara. 


The signatories were Finance and Customs Minister 
Ahmet Kuricebe Alptemocin on behalf of Turkey and 
semor Deputy Prime Minister of Iraq Taha Yasin Rama- 
dan 


Speaking at the signing ceremony Prime Minister Turgut 
Oral said his meetings with the Iraq: senior deputy PM 
had passed in an atmosphere appropriate for the existing 
friendship between the two countnes. 


“We have discussed how to develop relations in the 
peace time we hope will be established in the region after 
the termination of the Iran-Iraq war,” Oval said. 


Taha Yasin Ramadan in his part said the warm relations 
between the two countrnes were enhanced by the positive 
talks he had with Oval. 


Holds News Conference, Departs 
740203 190889 Ankara Domestic Service in Turkish 
1700 GMT 2 Mar &9 


fect The Turkish-Irag: Jomt Economic Commitice 
my Nama has been signed in Ankara by Finance 
and Customs Minister Kurtcebe Alptemocin and Iraqi 
Oil Minister Isam al-Jalabi. The minutes of an accord on 
the smplementation of the Turkish-Iraqi consular and 
real estate agreement and various border activities have 
also been signed. The accord in question was signed by 
Ambassador Nuzhet Kandemir, Foreign Ministry under 
secretary, and by the Iraqi deputy minister of foreign 
affairs. Prime Minister Turgut Ozal and Iraqi First 
Deputy Prime Muaster Taha Yasin Ramadan were also 


present at the signing ceremony. 


According to the JEC protocol, a feasibility study on 
establishing a petrochemical installation at Yummurta- 
lik—the point where the Turkish-Iragi oi! pipeline 
ends—will be conducted. Furthermore, the protocol 
envisions clectricity exchange and an increase in indus- 
trial and technological cooperation between the two 
countries. According to the protocol, Turkish contract- 
ing firms will make joint efforts to create an atmosphere 
conducive to undertaking new projects in Iraq. The 
protocol further envisions the development of Turkish- 


Iraqi transportation. 


The accord on consular and real estate affairs and border 
activities aims at solving all these issucs in the shoricst 


possible time. Speaking at the signing ceremony, Ozal 





Iraq's debts to Turkey, Ramadan said that the debts will 
be paid in accordance with a timetable. He added that a 
new amnesty has been declared to enable the return to 
Iraq of Iraqis who have sought in Turkey. He 
noted that the amnesty 1s valid until 30 April. Pointing 
out that no legal proceedings will be initiated in connec- 
tion with those who choose to return to Iraq, Ramadan 
said: This is the final decision on the issuc. Those who 


| 
| 
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Meanwhile, Alptemocin replied to reporters’ quest 
at Esenboga Airport. He said that Iraq made its 1988 
payments on time. A debt of some $165 million left over 


will be reduced to $1 billion by the end of the year. 
Noting that the remaining debts will be paid in 1990 and 
1991. Alptermocin said that Iraq has meanwhile 
requested additional loans. He concluded by saying that 
trade volume and the loans will be discussed in the 
coming days. 


No Interes: in Rushdie Book 
4INO203203389 Baghdad INA in Araluc 1705 GMT 
2 Mar &9 


Text] Ankara, 2 Mar (INA)}—Taha Yasin Ramadan, 

evolution Command Council member and first deputy 
prime minister, has stated that the Iraq: leadership's 
decision to grant a special and comprehensive general 
ae 2 6 Se See including the Kurds 
who for Turkey, is a political decision and a new 
opportunity for the misled people to return to their 
homeland. He added that this is the last decision by the 
leadership in this connection. 
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meats were signed to promote cooperation in all fields 
between the two countnes through new ideas. Ramadan 
pointed out that the two sides discussed the possibility of 
establishing a big industrial project on the Turkish coast 
that depends on Iraqi crude. Talks also dealt with 


traditional cooperation such as Cooperation in the fields 
of industry, transportation, and communications and 
giving further opportunity for Turkish companies to 
work in Iraq. New issues have also been discussed which 
will promote joint cooperation in the future. 


Ramadan said that over the next 3 months, negotiations 
will be held on consular issues, the problem of property, 
and all issues pertaining to the Foreign Ministry. 


On the issue of Turkish debts, Ramadan said an agree- 
ment on a new timetable has been approved for repaying 
these debts as was the case in the past. 


Ramadan added that during the visit, Turkish President 
Kenan Evren and Prime Minister Turgut Ozal were 
briefed on Iraq's views on the current Iraq-lran talks and 
Iraq's clear stand on establishing genuine and lasting 
peace in accordance with UN Security Council Resolu- 
tion 598. 

Ramadan affirmed that the Turkish friends’ views 
agreed with Iraq's on this issue and identity of views was 
reached on the Palestinian problem, the Lebanese issuc. 
and othcr issues discussed during the visit. 

Answering a question on Iraq's position on the recently 
published book “The Satanic Verses,” Ramadan said 
that Iraq will not take interest im such issues. We in Iraq 
have prevented the entry of this book. We are not 
trustees over the world on every issuc, like Khomeyni 1s. 


Leaders Avoiding Real Issuc on Rushdie Book 
NC0303101189 Istanbul CUMHURIYET in Turkish 
28 Feb 89 pp i, 10 


[Unattributed editorial: “Pity’.”] 


[Excerpts] “The Satanic Verses” continues to main’ 2in 
its Importance in the international domain. Meanwh Sc. 
it 18 turning into a criterion which will test the domesirc 
policies of a number of countries. [passage omitted] 


TURKEY 


"What is Turkey's position’? How does the secular repub- 
lic in Turkey regard the question of Salman Rushdie’ 


Organization™ is still fresh, it seems difficult to draw a 
parallel between Yilmaz's unfortunate remarks and the 


concept of liberal thought. 


However, President Evren’s comment 01 the question of 
“The Satanic Verses” 1s More striking and interesting 


Ministry in Turkey 1s empowered 10 ban the 
deems it necessary.” 


Obviously, President Evren is not looking at devel- 
opment from the point of view of “freedom of thought 
and conscience.” His assessment of the situat 
the point of view of the “wealth” Rushdie has acquired 
1s disappointing. A decree has been issued to 

that the “execution of a writer 1s necessary.” 
such a crime was supposedly made in accordance with 
Islamic law. The writer is now facing constant death 
threats. How can this be linked with acquisition of 
wealth” 


In short, President Evren and Mesut Yilmaz have 
refrained from outlining the basic principle and stand of 
the laical Republic in Turkey in a simple, clear, and 
courageous way which is expected of statesmen and 
government members. 


This 1s @ pity... 


Evren Visit to India, Pakistan, Viewed 
NC0203221189 Istanbul HURRIVET in Turkish 
27 Feb 89 pp i. 13 


[Editorial by Oktay Eksi: “The Outcome of a Visit") 


— President Evren’s long visit to Pakistan, 
. and India has ended. Concerning our relations 


with the three countries, the visit can be described as 
having achieved its objective. 


The primary aim was to promote Turkey's relations with 
Pakistan to as favorable a level as possible during the 
“post Ziaul Hag cra” in that country and to place them 
on a new footing. This has been achieved. But that 1s not 
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all. The two countries discussed the way they assess their 
relations with the countries in their respective regions. 
The discomfort felt over Iran's effort to impose its 
administrative regime on neighboring countries, as if it 
were a valuable system, was noted, at least in private 
sessions. The meetings revealed that neither Turkey nor 
Pakistan is satisfied with Najibullah’s regime in Afghan- 
istan. Nor do they sympathize with the stand of the 
Atghan mujahidin, who are trying to establish a religious 
state. 


In fact, President Evren responded very cautiously to a 
request by the Afghan mujahidin for the “immediate 
recognition of the government they will establish.” He 
said: “This matter is within the government's jurisdic- 
tion.” 

President Evren’s visit ended the requirement for 
“maintaining limited relations between Turkey and 
India in order not to disturb Pakistan.” Consequently, 
an opportunity has been created for adding new dimen- 
sions to relations between Turkey and India, which have 
developed at a fast pace during the past 3 years. Further- 
more, the state officials in India welcomed the way the 
two countries supported democracy and laicism. 


Meanwhile, the anxiety they felt in connection with 
President Evren’s meeting with Pakistan's chief of staff 
and military commanders has drawn attention. How- 
ever, they were told, “this had no special meaning.” 


The most politically relaxed part of President Evren’s 
visit was in Malaysia. The visit was scheduled with a 
view to responding favorably to Malaysia's persistent 
invitations. The idea of promoting Turkey's relations 
with India led to including Malaysia in the visit. [passage 
omitted] 

The signing of an agreement or a public disclosure was 
not expected during Evren’s visit to that country. Tur- 
key’s only request from the three countries was “a 
promise to support Ankara’s effort to become a member 
of the Asian Development Bank.” 


It is common knowledge that the Asian Development 
Bank has been operating for many years now. However, 
Turkey has been encountering difficulties in participat- 
ing in investments and other enterprises in a number of 
countries because of the requirement for “Asian Devel- 
opment Bank credits.” 


The three countries have responded favorably to Tur- 
key’s request. In view of this, the visit has been success- 
ful from this point of view as well. 


Majahidin Leader Mojaddedi Interviewed 
NC0303 110089 Istanbul GUNAYDIN in Turkish 
27 Feb 89 p9 
[“Exclusive” interview with Afghan Mujahidin leader 
Sibghatullah Mojaddedi, recently elected head of state, 


by GUNAYDIN correspondent Irfan Sapmaz in Pesha- 
war—date not given] 


[Text] [Sapmaz] Why was former Prime Minister 
Ahmad Shah replaced? 


TURKEY 


{[Mojaddedi] The council requested the replacement of 
Ahmad Shah. This was to pave the way for the leaders to 
take part in the government. 


{Sapmaz] Why have the representatives of the Shi'ite 
groups in Iran left Islamabad? 


ee a eee ona. 

them. Nevertheless, they will accept the seats in the 
en and this will resolve the problem. (A total of 60 
seats were allocated for them.) 


[Sapmaz} What do the Shi‘ite groups want, and what will 
they do in the future? 


[Mojaddedi] We do not discriminate between the 
Shi‘ites and the Sunnis. We are all Afghans and Muslims. 
The only difference we have is that we are in Pakistan 
and they are in Iran. 


[Sapmaz] Have you selected a city as your government's 
capital? You have said that you will be moving into 
Afghanistan within 30 days. However, the Najibullah 
government is still in Kabul. What are your plans? 


[Mojaddedi] You will see that we shall liberate all cities 
in Afghanistan within a short time. We already control 
all of the big cities. The capital will be Kabul or one of 
the liberated cities, that is, temporarily. 


[Sapmaz] What are you planning for Najibullah? 


{[Mojaddedi] The Najibullah government definitely will 
be removed. His government will have to resign. Other- 
wise, it will be forced to do so. 


[Sapmaz] What are your plans for the 5.5 million Turkic 
people and their leader, Azad-Bey, who live in northern 
Afghanistan? 


[Mojaddedi] The Turkic people will have their nights. No 
one will be treated unjustly. True justice will be for all. 
We shall treat the 5.5 million Turkic people in a just way. 


[Sapmaz] What do you expect from the meeting you had 
with President Kenan Evren of Turkey? 


[Mojaddedi] Mr Evren promised that he will support us. 


Meanwhile, it has been determined that a 10-member 
delegation headed by Mojaddedi will visit Turkey within 
a period of | week or 10 days. The ministers of the 
mujahidin government have disclosed that Prime Min- 
ister Sayyah will be a member of the delegation. 
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Welcomes Denktas Visit to Cairo 
TA0203 174989 Ankara Domestic Service in Turkish 
1700 GMT 2 Mar 8&9 


[Text] Turkey has announced that if countries of the 
world establish balanced relations with the two commu- 
nities in Cyprus, they can contribute to a political 
solution on the island. Foreign Ministry spokesman 
Ambassador Inal Batu made a statement in connection 
with President Rauf Denktas’ visit to Cairo as the guest 
of the Turkish-Egyptian Friendship Association. He 
said: It is a known fact that for a long time, Turkey has 
called on all world nations and the friendly Islamic 
countries to establish balanced relations with the two 
communities in Cyprus. We believe that such an 
approach will contribute to a political solution in 
Cyprus. Within this framework, we welcome Denktas’ 
visit to Egypt. 


Denktas on Vasiliou's ‘Disrespect’ for Talks 
TA0303 125089 Ankara Domestic Service in Turkish 
1100 GMT 3 Mar 89 


[Text] Rauf Denktas, president of the Turkish Republic 
of Northern Cyprus, has said that he does not notice any 
signs in the Greek-Cypriot leadership thai point to its 
intention to solve the probiem together with the Turkish- 
Cypriot side. 


Denktas stopped over in Istanbul today on his way back 
to Cyprus after concluding a visit to Egypt as the guest of 
the Turkish-Egyptian Friendship Association. In a state- 
ment at Ataturk Airport, Denktas recalled that Greek- 
Cypriot leader Vasiliou described the Turkish Cypriots 
as a minority of strategic value to Turkey. He warned 
that should Vasiliou adhere to this assessment, he will 
refuse to talk with him. 


Denktas continued: He must give up this view. This 
allegation is unfair. What can we expect from a person 
who views the Turkish Cypriots as no more than a 
minority of strategic value to Turkey’? This allegation 
shows great disrespect for the current talks and for the 
UN secretary . The secretary general has never 
addressed the Turkish Cypriots in this way. He said that 
his visit to was positive, adding that such visits 
will be intensified on all levels. 


He explained that during his visit to London, Vasiliou 
tried to present the Cypriot problem as a result of 
Turkey's invasion. Noting that Vasiliou called for a 
model similar to European unity, he said that mutual 
trust and respect for sovereignty mghts le at the founda- 
tion of that unity and stressed that such a situation has 
not yet materialized in Cyprus. 


TURKEY 


Denktas Role in Cyprus Said Assured 
NC0303092089 Istanbul MILLIYET in Turkish 
25 Feb 89 p 12 


[Mehmet Muhsinoglu report: “A New Trick by the 
Greek Cypnots™] 


[Excerpts] Ankara—A high-ranking foreign policy offi- 
cial has disclosed that the Greek Cypriots are selling 
their immovable property in the TRNC to British or 
U.S. citizens. Noting that 5! percent of the shares of the 
Salamis Bay Hote! was taken over by British individuals 
capital sources have moved to make significant invest- 
ments in the TRNC and to buy land through Turkish 
businessmen. [passage omitted] 


Regarding speculation by foreign circles on TRNC Pres- 
ident Rauf Denktas’ stand and political future, the 
official asserted the following: 


“The claims by foreign sources on the possibility of 
Denktas’ removal and the need for a businessman of 
Turkish origin to prepare for a political future are futile. 
President Denktas, whose term of office will end in 
1990, ts not a leader who could be given up in the past. 
Nor is he a leader who can be rejected in the future. The 
effort made to present him as an obstacle in Turkey's 
relations with the Western world because of his policy on 
Cyprus will have no effect in Ankara. 


“Turkey's military and strategic requirements are of 
vital importance and have priority over its EEC mem- 
bership. Everyone should be well aware of the fact that 
regardiess of how the Cyprus problem 1s resolved, Turk- 
ish troops will always be based on the island.” 


PRC Vice Premier Tian Jiyun To Visit 7 Mar 
740303060989 Ankara Domestic Service in Turkish 
0530 GMT 3 Mar 8&9 


[Text] PRC Vice Premier Tian Jiyun will arnve in 
Turkey on 7 March. A Foreign Ministry statement says 
that Tian Jiyun will visit Turkey within the framework of 
a tour of Middle East countries. In addition to economic 
affairs and development issues, Tian Jiyun is also in 
charge of his country's policy of opening up to the world. 


Orzal Satisfied With Economic Situation 
TA0203 162389 Ankara ANATOLIA in English 
1530 GMT 2 Mar 89 


[Text] Ankara (A.A.}—Prime Minister Turgut O7zal 
today expressed satisfaction with the country’s economic 
situation. 
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query in the parliament last wezk saying it was an insult 
on himself and his wife and said he and his wife would 
Start legal processes against him for material and spiri- 


tual compensation. 


New Ministries Established, Others Renamed 
TA0203 180289 Ankara Domestic Service in Turkish 
1700 GMT 2 Mar 89 





TURKEY 


11 ‘Separatist’ Suspects Caught in 
7A0203170289 Ankara ANATOLIA in English 
1550 GMT2 Mar 89 


[Text] Diyarbakir (A.A.}—Eleven alleged members of an 
illegal separatist terrorist organization were captured in 
southeastern province of Tunceli, A.A. correspondent 
reported today. 


The authorities said the captured persons are accused of 
(Paring), abetting. providing shelter and spying for an 
underground terrorist organization. 


A variety of weapons, hand grenades and other equip- 
ment used by separatist terrorists were captured together 
with the accomplices. 


Purchased for Use Against PKK 
NC0203 101689 Istanbul GUNAYDIN in Turkish 
26 Feb 89 p 3 


[Excerpts] Ankara, (GUNAYDIN)}—Intenor Minister 
Mustafa Kelemli has placed an order for the purchase of 
Mangusta A- 29 and Pulus A-109 helicopters from Italy. 
The helicopters, which are regarded as being among the 
most sophisticated combat helicopters in the world, will 
be used againsi the PKK. [passage omitted] 


Kalemli is also reportedly preparing to travel to France 
in March to hold talks on the purchase of a number of 
new helicopters from that country as well. 


* Ozal's Attitude Toward Armenian Issue 
355400496 Istanbul CUMHURIYET in Turkish 
17 Dec 88 pp |, 10 


{Editorial by Hasan Cemal: “All Hell Will Not Break 
Loose, But...”") 


[Text] The Armenian lobby in America is known to have 
been working hard in recent years to get a bill on the 
“Armenian genocide” passed by Congress. On the other 
hand, Turkey is rightfully struggling against passage 

this bill both with the Amencan C 
administration. Ankara has always made it clear that 
such a decision would strike a serious blow against 


Where does the situation stand today’ Is the Ozal 
government heading for a change of stance on this 
matter, one wonders” 
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What brought the subject up was a comment by Prime 
Minister Ozal that appeared in the press yesterday. 
While talking with reporters in Washington, he did not 
mention Turkey's “sensitivity” to the “Armenian geno- 
cide™ bilis, but here 1s what he said: 


“This is a topic that is constantly pushed in Turkey's 
face, as in ‘He came, here we come.” That is, if is 
necessary to think of it a little from this side of the thing 
also. That is, it is necessary to think unconventionally 
[word in English] (To convey the meaning “not along the 
traditional line,“ Ozal again uses an English word). 
Sometimes what they are saying is, “It is a one-shot gun; 
shoot it and get it over with.” But sometimes it is 
necessary to avoid the constant blackmail in the sense of 
“I will kill you, I will do awful things to you.” But can we 
or can't we, we will discuss this thoroughly.” (HUR- 
RIYET, 16 December 1988, p 17) 


This comment by Prime Minister Ozal is on a truly 
sensitive topic for our country. What does it mean? 


At first glance, it seems to be a deviation, a step back 
from the decisiveness exhibited to date and a virtual 
“green light” to the other side. 


Is This the Case? 


Is it the helplessness of seeing the distance the Armenian 
lobby has covered in Congress and the promises that the 
new President Bush made to win Armenian votes during 
the elections? Does Mr Ozal's comment reflect the state 
of mind of those who say, “It is impossible to block these 
bills now no matter what. What will be, will be. We shall 
sec”? 


It Looks a Little That Way at First Glance. 


Prime Minister Ozal has been feeling for a long time that 
certain topics such as Cyprus and the “Armenian geno- 
cide™ hold Turkish foreign policy too much in thrall and 
they should, therefore, be reduced to their actual com- 
monplace dimensions. | wonder if this latest statement 
might be considered a piece of this framework? 


It Seems so, Barring any Announcement to the 
Contrary. 


But, in fact, it would be wrong to approach this matter 
with the logic “Won't all hell break loose if the Armenian 
genocide bills pass Congress?” Undoubtedly all hell will 
not break loose. However, to slap the “genocide” label 
on human tragedies that occurred in a time of war 70 
years ago, to take them out of the historical context and 
politicize them and attempt to use them against Turkey 
iS NOt something that can be shrugged off so easily or 
passed off lightly. 


At least if such an event were to occur in the legislative 
and executive organs of a friendly and allied nation. 





TURKEY 


* Constitutional Controls on Spending Suggested 
355400476 Istanbul MILLIYET in Turkish 
26 Dec 88 p il 


{Article by Professor Vural F. Savas: “Economic Consti- 
tution”; first paragraph is MILLIYET introduction] 


[Text] Professor Vural F. Savas was born in 1936. In 
1960 he graduated from the School of Political Sciences 
of the Ankara University. He earned his doctorate and 
professorship at the Eskisehir Academy Economic and 
Commercial Sciences. Currently, he is a member of the 
faculty of the Marmara University. 


The dependence of modern democracies on a relation- 
ship of “give your vote and get what you want” between 
the electorate and the political administration has turned 
politics into a battle over the “squandering of national 
wealth.” Various ways and methods can be considered to 
save democracy from this degradation. One of these is 
the drafting of an “economic constitution.” 


In democracies, the most effective method of protecting 
the private citizen from the state is to constrain the 
state—or, more correctly, the political administration— 
by constitutional rules which specify what the state can 
do, how and when it can do it and how far it can go. The 
term “constitutional democracy” means a democracy in 
which the political administration is constrained by 
constitutional regulations. 


Constitutional Democracy 


Modern democracies need to be rapidly turned into 
“constitutional democracies” where political adminis- 
trations cannot do whatever they wish and have to 
comply with constitutional rules in all their activities. 
This necessity is much more pronounced in economic 
issues for two reasons. The first reason is that in most 
modern democracies existing rules pertaining to “eco- 
nomic life” are inadequate. Indeed, while most existing 
constitutions are elaborately specific about “political” 
issues such as political rights and freedoms, the forma- 
tion and operation of parliaments, electoral systems and 
administrative structure, with respect to economic life 
they contain either no provisions or “general principles” 
which lend themselves to different interpretations. 


The second reason is rooted in an economic concept 
which we may call “the of Keynesian theory.” The 
great world depression of the 1930's shook the public's 
confidence in the “neoclassical theory” which argued 
that prices (including wages, interest rates and profits) 
are flexible, that, as a result, economic instabilities such 
as inflation, unc::ployment and stagnation would be 
short-lived and would disappear “on their own™ and 
that, consequently, the state must not interfere in the 
economy. The great world depression was relieved 
thanks to various forms of government intervention in 
the economy and “Keynesian theory,” which supported 
State intervention at a theoretical level, began to gain 
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favor. State intervention in the economy, which found 
scientific support from the Keynesian theory, grew rap- 
idly and turned into the “Leviathan” or the 9-headed sea 
monster that Hobbes had referred to. In today’s democ- 
racies nearly half of the national income is spent by 
governments. It is inconceivable to let the state, or the 
political administration, operate without restraints when 
its place and importance in national economies has 
grown to such proportions. 


It may be argued that the political administration in 
democracies is not really unrestrained. It may be stated 
the electorate. When each party tells its political and 
economic ideology to the electorate, it is in effect stating 
what it will do if it becomes the government. 


This argument, which appears to be very reasonable at 
first glance, does not echo the truth. Firstly, the propor- 
tion of votes needed to be considered “the winner of an 
election” depends on the electoral system and may be 


who casts a vote in an electior does not have the option 
of saying “I will choose foreign trade legislation from 
Party A, the solution of the slum problem from Party B. 
and the excellent retirement plan from Party C™ as he 
would have done when buying fruit and vegetables in the 
market. That is because parties offer all of their political 
and economic promises in a “package.” The voter is 
forced to choose between one package and another. “hat 
being the case, the votes received by the winning , arty 
may be composed of the votes of different interest 
groups which support different promises in that party's 
package of promises. There may be a majority, but that 
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majority does not reflect a “consensus” arising from the 
endorsement of the entire package. On the contrary, it 
may be a “majority” made up of “minorities” which are 
interested in only one promise and which do not even 
know about the others. 


These mainly political special situations are coupled to 
an economic issue. Most of the election promises of the 
parties are about “what will be done™ and are dominated 
by silence and uncertainty about “how and when they 
will be done.” In other words, the citizens are only told 
“what will be done” and “what will be given.” Who will 
pay for their cost is not disclosed. Consequently, the 
voter has to vote without knowing the costs and, more 
importantly, his share of the burden. Perhaps he would 
not vote for a promise if he knew the cost. 


If these ideas of ours are correct, we must ack 
that the political administration has been Ieft “unre- 
Strained™ on economic issues. 


Conclusion 


The most effective means of ending this lack of restraints 
is an “economic constitution.” The “economic constitu- 
tion” must specify basic economic policies such as the 
annual growth of the moncy supply, the types of income 
that can be taxed and at what rate, the circumstances 
under which domestic and foreign debt can be incurred 
and to what extent, the segments of society that can 
obtain transfer payments and to what extent, whether 
the government budget must be balanced or not, the 
distribution of public spending between current cxpen- 
ditures and investments and whether the government 
can or cannot intervene in foreign trade (e.g. through 
customs duties and quotas). 


An economic constitution would not only ensure eco- 
nomic and political stability, but will also teach to those 
who are unaware that citizens are not just a bunch of 
people “who can get used to anything.” 
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